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Virenfilterung MXe
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2024_12_09_MaRa3_Meilenstein QZ2.pptx 792 58.7 %

consortium_meeting_2025_01_07.pptx 159 11.8 %
Comprobante_Pago.08.12.2024.rar 51 3.8 %
Proposal-Important Opportunity for Collaboration.pdf 49 3.6 %
2025-01-06_Stand_der_Dinge.pptx 30 2.2 %
BOA Payment AdviceVI11301982.iso 18 1.3 %
Keronal Trading Company - RFQ.dot 15 1.1 %
PCH-Europe Franchise.pdf 12 0.9 %
Salary Payment Information Discrepancy_pdf.bz 11 0.8 %
Payment advice_scancopy.gz 8 0.6 %
EFT Remittance Slip for Duelnvoice.GZ 6 0.4 %
1chMA-AL.pdf 5 0.4 %
HUSDGE34ED234.Gz 5 0.4 %
PO55140066.9z 4 0.3 %
PO202501F.zip 4 0.3 %
<Name Unavailable> 4 0.3 %
Comprobante_Pago.20.01.2025.rar 4 0.3 %
PO-DOC1522025-12.rar 4 0.3 %
20250123-LK INQUERITO pdf.zip 4 0.3 %
DHL_AWB#6078538091.rar 4 0.3 %
PO202501F-23.pdf 3 0.2 %
PO-2500320057.rar 3 0.2 %
MT103_SWIFT-COPYpdf.tar.lz 3 0.2 %
Business Funding.pdf 3 0.2 %
BP-50C26_20241220_082241.rar 3 0.2 %
DHL 8350232025-1.rar 3 0.2 %
OC1025QPR.docx 3 0.2 %
Wire_Transfer_#000789tt.7z 3 0.2 %
eicar.txt 2 0.1 %
PO202501F (2).zip 2 0.1 %
Others 133 9.9 %
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Top File Types by Scan Result

Top 10 file types by scan result.

Downloader-FCIV!123343DF88E8
1 Hits (0.0%)

HTML/Phishing.ux
1 Hits (0.0%)

PS/Downloader!C406D5A8C009
5 Hits (0.2%)

Unknown
16 Hits (0.7%)

BAT/Dropper.!
18 Hits (0.7%)

PS/Downloader! A93A5DC8CEE2
50 Hits (2.1%)

High Risk
58 Hits (2.4%)

Malicious
176 Hits (7.3%)

Not Available
1.03k Hits (42.8%)

E-Mail Virenfilterung Server FirewRdport period: 2025-01-01 00:00:00+0100 to 2025-02-01 00:00:00+0100

Medium Risk
1.06k Hits (43.8%)
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Medium Risk
File_Office-Open-XML-Package-Relations-Item
File_PDF
File_JavaScript
File_Zip-Archive
File_HTML

Not Available
File_Zip-Archive
File_Microsoft-Office-Open-XML-Document

Malicious
File_Rar-Archive
File_Microsoft-Windows-Executable
File_RTF
File_Zip-Archive
File_Type-Unknown
File_PDF
File_HTML
File_Text-US-Ascii-Text-File
File_Microsoft-Office-Open-XML-Document
File_7z-Archive
File_Encrypted-Rar-Archive
File_Microsoft-Excel-XLSX-Filename-Extension

High Risk
File_PDF
File_JavaScript
File_Zip-Archive
File_Rar-Archive
File_Type-Unknown
File_Microsoft-Windows-Executable

PS/Downloader!A93A5DC8CEE2
File_Rar-Archive

BAT/Dropper.l
File_Rar-Archive

Unknown
File_Zip-Archive

PS/Downloader!C406D5A8C009
File_Rar-Archive

HTML/Phishing.ux

File_Text-US-Ascii-Text-File
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1.06k 43.8%

982 40.7 %
50 21 %
20 0.8 %

3 0.1 %
1 0.0 %
1.03k 42.8%
1.03k 42.7 %
1 0.0 %

176 73%
87 3.6 %
46 1.9 %
15 0.6 %
12 0.5 %

3 0.1 %
2 0.1 %
2 0.1 %
2 0.1 %
2 0.1 %
2 0.1 %
2 0.1 %
1 0.0 %
58 2.4%
28 12 %
17 0.7 %
5 0.2 %
3 0.1 %
3 0.1 %
2 0.1 %
50 2.1%
50 21 %
18 0.7%
18 0.7 %
16 0.7%
16 0.7 %
5 0.2%
5 0.2 %
1 0.0%
1 0.0 %
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Scan Result Hits %

Downloader-FCIV!123343DF8SES8 1 0.0 %
File_Rar-Archive 1 0.0 %
Total 2.41k 100 %
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Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.

File_Microsoft-Excel-XLSX-Filen..
1 Hits (0.0%)
File_Encrypted-Rar-Archive

2 Hits (0.1%)

File_7z-Archive

2 Hits (0.1%)
File_Microsoft-Office-Open-XML-..
3 Hits (0.1%)
File_Text-US-Ascii-Text-File

3 Hits (0.1%)

File_HTML

3 Hits (0.1%)
File_Type-Unknown

6 Hits (0.2%)

File_RTF

15 Hits (0.6%)

File_JavaScript

37 Hits (1.5%)
File_Microsoft-Windows-Executable
48 Hits (2.0%)

File_PDF

80 Hits (3.3%)

File_Rar-Archive

164 Hits (6.8%)

File_Office-Open-XML-Package-Re..
982 Hits (40.7%)
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File_Zip-Archive
1.07k Hits (44.2%)
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File_Zip-Archive 1.07k 44.2%

Not Available 1.03k 42.7 %
Unknown 16 0.7 %
Malicious 12 0.5 %
High Risk 5 0.2 %
Medium Risk 3 0.1 %
File_Office-Open-XML-Package-Relations-Item 982 40.7 %
Medium Risk 982 40.7 %
File_Rar-Archive 164 6.8%
Malicious 87 3.6 %
PS/Downloader! AO3A5DC8CEE2 50 2.1 %
BAT/Dropper.| 18 0.7 %
PS/Downloader!C406D5A8C009 5 0.2 %
High Risk 3 0.1 %
Downloader-FCIV!123343DF88E8 1 0.0 %
File_PDF 80 3.3%
Medium Risk 50 21 %
High Risk 28 1.2 %
Malicious 2 0.1 %
File_Microsoft-Windows-Executable 48 2.0%
Malicious 46 1.9 %
High Risk 2 0.1 %
File_JavaScript 37 1.5%
Medium Risk 20 0.8 %
High Risk 17 0.7 %
File_RTF 15 0.6 %
Malicious 15 0.6 %
File_Type-Unknown 6 0.2%
Malicious 3 0.1 %
High Risk 3 0.1 %
File_HTML 3 0.1%
Malicious 2 0.1 %
Medium Risk 1 0.0 %
File_Text-US-Ascii-Text-File 3 0.1%
Malicious 2 0.1 %
HTML/Phishing.ux 1 0.0 %
File_Microsoft-Office-Open-XML-Document 3 0.1%
Malicious 2 0.1 %
Not Available 1 0.0 %

E-Mail Virenfilterung Server FirewRéport period: 2025-01-01 00:00:00+0100 to 2025-02-01 00:00:00+0100 9715



File_7z-Archive 2 0.1%
Malicious 2 0.1 %
File_Encrypted-Rar-Archive 2 0.1%
Malicious 2 0.1 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.0 %
Malicious 1 0.0 %
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Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Anti-Malware
75 Hits (3.1%)

Cloud Reputation
2.34k Hits (96.9%)

Responding Scanner Hits %
Cloud Reputation 2.34k 96.9 %
File_Zip-Archive 1.07k 44.2 %
File_Office-Open-XML-Package-Relations-Item 982 40.7 %
File_Rar-Archive 90 3.7 %
File_PDF 80 3.3 %
File_Microsoft-Windows-Executable 48 2.0%
File_JavaScript 37 1.5 %
File_RTF 15 0.6 %
File_Type-Unknown 6 0.2 %
File_HTML 3 0.1 %
File_Microsoft-Office-Open-XML-Document 3 0.1 %
File_Text-US-Ascii-Text-File 2 0.1 %
File_7z-Archive 2 0.1 %
File_Encrypted-Rar-Archive 2 0.1 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.0 %
Anti-Malware 75 3.1%
File_Rar-Archive 74 3.1 %
File_Text-US-Ascii-Text-File 1 0.0 %
Total 2.41k 100 %
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Virenfilterung SRC IPs

Located 204 %
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193.105.32.173 == Poland 43 1.8 %
84.37.121.244 B 1 France 29 1.2 %
85.214.110.238 == Germany 26 1.1 %
84.37.121.236 B 1 France 26 1.1 %
185.126.34.62 = Amsterdam, The 22 0.9 %
Netherlands
40.107.22.48 = Amsterdam, The 20 0.8 %
Netherlands
169.62.176.238 ™= United States 18 0.7 %
40.107.20.89 B 1 Dublin, Ireland 18 0.7 %
40.107.21.74 = Vienna, Austria 18 0.7 %
185.100.65.246 =2 Astana, Kazakhstan 17 0.7 %
40.107.21.79 = Vienna, Austria 16 0.7 %
75.127.13.172 = Seattle, Washington 15 0.6 %
98160, United States
40.107.20.69 11 Dublin, Ireland 14 0.6 %
40.107.22.56 — Amsterdam, The 14 0.6 %
Netherlands
40.107.20.62 B 1 Dublin, Ireland 14 0.6 %
40.107.21.82 — Vienna, Austria 14 0.6 %
40.107.104.71 B 1 Dublin, Ireland 12 0.5 %
40.107.20.59 1 1 Dublin, Ireland 12 0.5 %
40.107.21.68 = Vienna, Austria 12 0.5 %
40.107.20.50 1 1 Dublin, Ireland 12 0.5 %
40.107.21.49 = Vienna, Austria 12 0.5 %
40.107.22.42 — Amsterdam, The 12 0.5 %
Netherlands
40.107.21.81 = Vienna, Austria 12 0.5 %
40.107.105.80 — Amsterdam, The 12 0.5 %
Netherlands
40.107.21.71 = Vienna, Austria 12 0.5 %
40.107.21.51 = Vienna, Austria 12 0.5 %
40.107.22.78 =— Amsterdam, The 12 0.5 %
Netherlands
40.107.21.72 = Vienna, Austria 12 0.5 %
40.107.20.86 B 1 Dublin, Ireland 12 0.5 %
40.107.21.58 = Vienna, Austria 12 0.5 %
Others 1.92k 79.6 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.

Hits / hour (average of 6 hours)

25

15

10

5

Jan
File_Malware-Blocked

14 715

E-Mail Virenfilterung Server FirewR#port period: 2025-01-01 00:00:00+0100 to 2025-02-01 00:00:00+0100



About the FlexEdge Secure SD-WAN

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to
improve application performance, simplify network management, and
increase security— ensuring users can safely access any application from
anywhere. By combining multi-link networking and intrusion prevention with
zero-touch deployment and updating, it provides centralized visibility and
control with high performance that scales to thousands of sites. When used
with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers
true SASE and secure branch solutions that boost productivity, cut costs,
reduce risk, and streamline compliance.

For further information visit forcepoint.com/product/secure-sd-wan.

:-orcep0int About Forcepoint

forcepoint.com
Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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