Forcepoint
FlexEdge Secure SD-WAN

E-Mail Virenfilterung Server Firewall

Report period
From: 2023-07-01 00:00:00+0200
To: 2023-08-01 00:00:00+0200

rorcepoint




Report run by
bk228682

SD-WAN Manager Console version
7.1.0, build 11407

Update version
1617

Report started
2023-08-02 10:53:54+0200

Report run time
07:51:07

Filters used
Match All

Table of Contents

Virenfilterung MXe

Top File Types by Scan ReSUlt ..o

Top Scan Results by Responding Scanner

Top File Types by Responding Scanner

Virenfilterung SRC IPS .o

SMTP Virus Filtering by Time ...

E-Mail Virenfilterung Server FirewRéport period: 2023-07-01 00:00:00+0200 to 2023-08-01 00:00:00+0200 2/ 23



Virenfilterung MXe

Others

Yhisbaudzevici.zipf ’

Cotizaciones.jar /

Pedido-de-cotizacion.jar

(DHL) Origi.., PL, CI Copies.htm
=7utf-8?B70J/RgNC10LTQuIC+0LbQt..
Offer - contextual advertising...
Screenshot WhatsApp 62QU1PERK.i..
image001.gif
Quotation for 12 Aro Pump 66605..
SWIFT Transfer (103) 022FT10230..
=?UTF-87B?55515a2Q5Y+R56WoMjAzO..
=?UTF-87B?55515a2Q5Y+R56WoMjAzO..
PO85432-Buoys Aquestia.zip
PO85432.exe

order100025.zip

Screenshot whatsApp 3E562KL3Y4...
LISTED JULY ORDER.img
Briefpapier-GA-Werkstofftechnik..

Total

5.45k

Hits

PO & Sample.zip

|‘|4 L

Sevkiyat-Bilgisi.gz

Payment_Advice.7z

INVJUNE/JUKY994263.shtml

Orden de compra.xlsx

Pzqjjdgmvxfckd.zip

PO-4501226854_WJO-001.xlam
Veekmvhuxdctye.zip
GR00342446657657.zip

Order Confirmation_AW06846590.x..

<Name Unavailable>

SVR003884884835.ar}j
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Records by file name Hits %
Sevkiyat-Bilgisi.gz 565 10.4 %
Payment_Advice.7z 465 8.5 %
INVJUNE/JUKY994263.shtml 271 5.0 %
Orden de compra.xIsx 234 4.3 %
Pzqgjjdgmvxfckd.zip 228 4.2 %
PO-4501226854_WJO-001.xlam 227 4.2 %
Veekmvhuxdctye.zip 186 3.4 %
GR00342446657657.zip 177 3.2 %
Order Confirmation_AW06846590.xlIsx 174 32 %
SVR003884884835.ar]j 136 2.5 %
<Name Unavailable> 135 25 %
PO & Sample.zip 123 23 %
Briefpapier-GA-Werkstofftechnik-Stahl.docx 121 2.2 %
LISTED JULY ORDER.img 114 21 %
Screenshot whatsApp 3E562KL3Y4.img.rar 73 1.3 %
order100025.zip 70 1.3 %
PO85432.exe 70 1.3 %
PO85432-Buoys Aquestia.zip 70 1.3 %
=?UTF- 68 1.2 %
87B755515a2Q5Y+R56WoMjAzOTkyMDEWMTEtMjAyMy5qcGecuaHRtbA=="7=

=?UTF- 68 1.2 %
87B755515a2Q5Y+R56WoMjAzOTkyMDEXLTUtMjAyMy5wZGYuc2hObWw="?=

SWIFT Transfer (103) 022FT10230717045.zip 68 1.2 %
Quotation for 12 Aro Pump 666053-3EB Spares ..xlIsx 68 1.2 %
image001.gif 54 1.0 %
Screenshot WhatsApp 62QU1PERK.img.rar 50 0.9 %
Offer - contextual advertising.docx 49 0.9 %
=?utf-8?B?0J/RgNC10LTQuUIC+0LbQtdCI0LjQtS5kb2N4?= 49 0.9 %
(DHL) Original BL, PL, CI Copies.htm 48 0.9 %
Pedido-de-cotizacion.jar 41 0.8 %
Cotizaciones.jar 39 0.7 %
Yhisbaudzevici.zip 38 0.7 %
Others 1.37k 251 %
Total 5.45k 100 %
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Top File Types by Scan Result

Top 10 file types by scan result.
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Others.

Fareit.gen.a

Exploit-GBT!E76B74BBCCB4

Fareit.gen.d

Suspicious ZIPljs

HTML/Phishing.qi

Mydoom-GBX!095B3360E320

Exploit-GBT!4A7F11E5A1B5
GenericRXFT-VI!IOOCF7ED0460C

Exploit-GBT!09108A0EB12A

GenericRXFT-VII5EE57E4F62D3

Exploit-GDJ!7C9E7A3E6D57

HTML/Phishing.rl

Fareit.gen.e

Trojan-FIZU!6EDDB970039D

STRRAT-FESQ!75684AB90F1E

STRRAT-FESQ!D567C7E34540
Exploit-GBT!0BF6C204C77E

HTML/Phishing.rj

JV/BackDoor-FGT!261B9CCCBF34.
HTML/Phishing.tb
HTML/Phishing.oa
JV/BackDoor-FGT!FCFO9EC5A1F5
Unknown
PWS-FCSUID3CF3645B3CB
HTML/Phishing.ta
HTML/Phishing.rb

High Risk

Medium Risk

Not Available

\jv

'l

Total

8.67k

Hits

Malicious
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Scan Result Hits %
Malicious 3.60k 41.6 %
File_Microsoft-Windows-Executable 2.14k 24.7 %
File_Rar-Archive 409 4.7 %
File_Zip-Archive 295 3.4 %
File_Microsoft-Equation-Editor-Document 272 31 %
File_Java-Class 114 1.3 %
File_Microsoft-Office-Open-XML-Document 108 1.2 %
File_ISO-9660-Disk-Image 49 0.6 %
File_Microsoft-Excel-XLSX-Filename-Extension 44 0.5 %
File_Microsoft-Excel-97-Spreadsheet 32 0.4 %
File_Type-Unknown 30 0.3 %
File_7z-Archive 26 0.3 %
File_Office-Open-XML-Package-Relations-Item 24 0.3 %
File_HTML 18 0.2 %
File_PNG-Image 12 0.1 %
File_LhArc-Archive 9 0.1 %
File_Microsoft-Cabinet-Archive 7 0.1 %
File_JavaScript 5 0.1 %
File_XZ-Archive 4 0.0 %
File_ACE-Archive 2 0.0 %
File_Microsoft-OLE 2 0.0 %
File_Microsoft-Excel-Spreadsheet 1 0.0 %
File_Tar-Archive 1 0.0 %
Not Available 2.82k 32.5%
File_Zip-Archive 2.10k 243 %
File_Microsoft-Excel-XLSX-Filename-Extension 463 5.3 %
File_Java-Archive 114 1.3 %
File_Microsoft-Office-Open-XML-Document 113 1.3 %
File_Microsoft-Excel-Spreadsheet 23 0.3 %
Medium Risk 959 11.1%
File_XML 492 5.7 %
File_JPEG-Image 131 1.5 %
File_Office-Open-XML-Application-Properties-Part 121 1.4 %
File_GIF-Image 71 0.8 %
File_Microsoft-Windows-Executable 67 0.8 %
File_PDF 27 0.3 %
File_Microsoft-Office-Open-XML-Document 16 0.2 %
File_JavaScript 9 0.1 %
File_HTML 7 0.1 %
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Scan Result Hits %
File_Rar-Archive 7 0.1 %
File_7z-Archive 6 0.1 %
File_Type-Unknown 2 0.0 %
File_ISO-9660-Disk-Image 1 0.0 %
File_Office-Open-XML-Package-Relations-Item 1 0.0 %
File_BZip2-Compressed 1 0.0 %

High Risk 429 5.0%
File_Rar-Archive 211 2.4 %
File_Microsoft-Office-Open-XML-Document 73 0.8 %
File_Microsoft-Windows-Executable 54 0.6 %
File_HTML 18 0.2 %
File_PDF 15 0.2 %
File_ISO-9660-Disk-Image 13 0.2 %
File_7z-Archive 9 0.1 %
File_Zip-Archive 8 0.1 %
File_Type-Unknown 6 0.1 %
File_JavaScript 6 0.1 %
File_XZ-Archive 5 0.1 %
File_Microsoft-Excel-97-Spreadsheet 4 0.0 %
File_Office-Open-XML-Package-Relations-Item 2 0.0 %
File_Microsoft-Equation-Editor-Document 1 0.0 %
File_Java-Archive 1 0.0 %
File_LhArc-Archive 1 0.0 %
File_Microsoft-Cabinet-Archive 1 0.0 %
File_RTF 1 0.0 %

HTML/Phishing.rb 337 3.9%
File_HTML 329 3.8 %
File_Type-Unknown 8 0.1 %

HTML/Phishing.ta 290 3.3%
File_HTML 290 3.3 %

PWS-FCSU!D3CF3645B3CB 114 1.3%
File_ISO-9660-Disk-Image 114 1.3 %

Unknown 45 0.5 %
File_Microsoft-Office-Open-XML-Document 27 0.3 %
File_Zip-Archive 15 0.2 %
File_Microsoft-Excel-XLSX-Filename-Extension 3 0.0 %

JV/BackDoor-FGT!FCFO9EC5A1F5 13 0.2%
File_Java-Archive 13 0.2 %

HTML/Phishing.oa 9 0.1%
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Scan Result Hits %
File_HTML 9 0.1 %
HTML/Phishing.tb 8 0.1%
File_HTML 8 0.1 %
JV/BackDoor-FGT!261B9CCCBF34 6 0.1%
File_Java-Archive 6 0.1 %
HTML/Phishing.rj 6 0.1%
File_JavaScript 6 0.1 %
Exploit-GBT!0BF6C204C77E 5 0.1%
File_Microsoft-Excel-XLSX-Filename-Extension 5 0.1 %
STRRAT-FESQ!D567C7E34540 3 0.0 %
File_Java-Archive 3 0.0 %
STRRAT-FESQ!75684AB90F1E 3 0.0 %
File_Java-Archive 3 0.0 %
Trojan-FIZU!6EDDB970039D 2 0.0 %
File_Rar-Archive 2 0.0 %
Fareit.gen.e 2 0.0 %
File_ACE-Archive 2 0.0 %
HTML/Phishing.rl 2 0.0 %
File_JavaScript 2 0.0 %
Exploit-GDJ!7C9E7A3E6D57 1 0.0 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.0 %
GenericRXFT-VI!5EE57E4F62D3 1 0.0 %
File_Zip-Archive 1 0.0 %
Exploit-GBT!09108A0EB12A 1 0.0 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.0 %
GenericRXFT-VI!00CF7ED0460C 1 0.0 %
File_Zip-Archive 1 0.0 %
Exploit-GBT!4A7F11E5A1B5 1 0.0 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.0 %
Mydoom-GBX!095B3360E320 1 0.0 %
File_Microsoft-Windows-Executable 1 0.0 %
HTML/Phishing.qi 1 0.0 %
File_HTML 1 0.0 %
Suspicious ZIP!js 1 0.0 %
File_Encrypted-Zip-Archive 1 0.0 %
Fareit.gen.d 1 0.0 %
File_ACE-Archive 1 0.0 %
Exploit-GBT!E76B74BBCCB4 1 0.0 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.0 %

E-Mail Virenfilterung Server FirewRdport period: 2023-07-01 00:00:00+0200 to 2023-08-01 00:00:00+0200

9723



Scan Result Hits %

Fareit.gen.a 1 0.0 %

File_ACE-Archive 1 0.0 %
Others 4 0.0 %
Total 8.67k 100 %
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Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.
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Others

File_RTF

File_Encrypted-Zip-Archive

File_Tar-Archive

File_Microsoft-OLE

File_ACE-Archive

File_Microsoft-Cabinet-Archive

File_XZ-Archive

File_LhArc-Archive

File_PNG-Image

File_Microsoft-Excel-Spreadsheet

File_Office-Open-XML-Package-Re.

File_JavaScript

File_Microsoft-Excel-97-Spreads.

File_7z-Archive

File_PDF

File_Type-Unknown

File_GIF-Image

L

File_Java-Class
File_Office-Open-XML-Applicatio..
File_JPEG-Image

File_Java-Archive
File_ISO-9660-Disk-Image

File_XML

Il

File_Microsoft-Equation-Editor-.. /
FiIe_Microsoft—Office—Open—XML—../_. Total

File_Microsoft-Excel-XLSX-Filen..

File_Rar-Archive

File_HTML

3.67k

i Hits

File_Zip-Archive

File_Microsoft-Windows-Executable
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Responding Scanner Hits %

File_Zip-Archive 2.42k 28.0%
Not Available 2.10k 24.3 %
Malicious 295 34 %
Unknown 15 0.2 %
High Risk 8 0.1 %
GenericRXFT-VII5EE57E4F62D3 1 0.0 %
GenericRXFT-VIIO0OCF7ED0460C 1 0.0 %

File_Microsoft-Windows-Executable 2.26k 26.1%
Malicious 2.14k 24.7 %
Medium Risk 67 0.8 %
High Risk 54 0.6 %
Mydoom-GBX!095B3360E320 1 0.0 %

File_HTML 680 7.8%
HTML/Phishing.rb 329 3.8 %
HTML/Phishing.ta 290 33 %
Malicious 18 0.2 %
High Risk 18 0.2 %
HTML/Phishing.oa 9 0.1 %
HTML/Phishing.tb 8 0.1 %
Medium Risk 7 0.1 %
HTML/Phishing.qi 1 0.0 %

File_Rar-Archive 630 73%
Malicious 409 4.7 %
High Risk 211 24 %
Medium Risk 7 0.1 %
Trojan-FIZU!6EDDB970039D 2 0.0 %
JS/Dropper.aj 1 0.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 520 6.0 %
Not Available 463 53 %
Malicious 44 0.5 %
Exploit-GBT!OBF6C204C77E 5 0.1 %
Unknown 3 0.0 %
Exploit-GDJ!7C9E7A3E6D57 1 0.0 %
Exploit-GBT!09108A0EB12A 1 0.0 %
Exploit-GBT!4A7F11E5A1B5 1 0.0 %
Exploit-GBT!E76B74BBCCB4 1 0.0 %
Exploit-GBT!FD73B6EC1B17 1 0.0 %

File_XML 492 5.7 %
Medium Risk 492 5.7 %
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Responding Scanner Hits %

File_Microsoft-Office-Open-XML-Document 337 3.9%
Not Available 113 1.3 %
Malicious 108 1.2 %
High Risk 73 0.8 %
Unknown 27 0.3 %
Medium Risk 16 0.2 %

File_Microsoft-Equation-Editor-Document 273 3.2%
Malicious 272 31 %
High Risk 1 0.0 %

File_1S0-9660-Disk-lmage 177 2.0%
PWS-FCSU!D3CF3645B3CB 114 1.3 %
Malicious 49 0.6 %
High Risk 13 0.2 %
Medium Risk 1 0.0 %

File_Java-Archive 142 1.6 %
Not Available 114 1.3 %
JV/BackDoor-FGT!FCFO9EC5A1TF5 13 0.2 %
JV/BackDoor-FGT!261B9CCCBF34 6 0.1 %
STRRAT-FESQ!D567C7E34540 3 0.0 %
STRRAT-FESQ!75684AB90F1E 3 0.0 %
High Risk 1 0.0 %
STRRAT-FESQ!2907E4B5B73F 1 0.0 %
STRRAT-FESA.jar!98BF93294C10 1 0.0 %

File_JPEG-Image 131 1.5%
Medium Risk 131 1.5 %

File_Office-Open-XML-Application-Properties-Part 121 1.4%
Medium Risk 121 1.4 %

File_Java-Class 114 1.3%
Malicious 114 1.3 %

File_GIF-lmage 71 0.8 %
Medium Risk 71 0.8 %

File_Type-Unknown 46 0.5%
Malicious 30 0.3 %
HTML/Phishing.rb 8 0.1 %
High Risk 6 0.1 %
Medium Risk 2 0.0 %

File_PDF 42 0.5 %
Medium Risk 27 0.3 %
High Risk 15 0.2 %
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Responding Scanner Hits %

File_7z-Archive 41 0.5%
Malicious 26 0.3 %
High Risk 9 0.1 %
Medium Risk 6 0.1 %

File_Microsoft-Excel-97-Spreadsheet 36 0.4 %
Malicious 32 0.4 %
High Risk 4 0.0 %

File_JavaScript 28 0.3%
Medium Risk 9 0.1 %
High Risk 6 0.1 %
HTML/Phishing.rj 6 0.1 %
Malicious 5 0.1 %
HTML/Phishing.rl 2 0.0 %

File_Office-Open-XML-Package-Relations-ltem 27 0.3%
Malicious 24 0.3 %
High Risk 2 0.0 %
Medium Risk 1 0.0 %

File_Microsoft-Excel-Spreadsheet 24 0.3%
Not Available 23 0.3 %
Malicious 1 0.0 %

File_PNG-Image 12 0.1%
Malicious 12 0.1 %

File_LhArc-Archive 10 0.1%
Malicious 9 0.1 %
High Risk 1 0.0 %

File_XZ-Archive 9 0.1%
High Risk 5 0.1 %
Malicious 4 0.0 %

File_Microsoft-Cabinet-Archive 8 0.1%
Malicious 7 0.1 %
High Risk 1 0.0 %

File_ACE-Archive 6 0.1%
Malicious 2 0.0 %
Fareit.gen.e 2 0.0 %
Fareit.gen.d 1 0.0 %
Fareit.gen.a 1 0.0 %

File_Microsoft-OLE 2 0.0 %
Malicious 2 0.0 %

File_Tar-Archive 1 0.0 %
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Responding Scanner Hits %

Malicious 1 0.0 %
File_Encrypted-Zip-Archive 1 0.0 %
Suspicious ZIP!js 1 0.0 %
File_RTF 1 0.0 %
High Risk 1 0.0 %
Others 1 0.0 %
Total 8.67k 100 %
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Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Anti-Malware
815 Hits (9.4%)

Cloud Reputation
7.85k Hits (90.6%)
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Responding Scanner Hits %

Cloud Reputation 7.85k 90.6 %
File_Zip-Archive 2.42k 27.9 %
File_Microsoft-Windows-Executable 2.26k 26.1 %
File_Rar-Archive 627 7.2 %
File_Microsoft-Excel-XLSX-Filename-Extension 510 5.9 %
File_XML 492 5.7 %
File_Microsoft-Office-Open-XML-Document 337 3.9 %
File_Microsoft-Equation-Editor-Document 273 32%
File_JPEG-Image 131 1.5 %
File_Office-Open-XML-Application-Properties-Part 121 1.4 %
File_Java-Archive 115 1.3 %
File_Java-Class 114 1.3 %
File_GIF-Image 71 0.8 %
File_ISO-9660-Disk-Image 63 0.7 %
File_HTML 43 0.5 %
File_PDF 42 0.5 %
File_7z-Archive 41 0.5 %
File_Type-Unknown 38 0.4 %
File_Microsoft-Excel-97-Spreadsheet 36 0.4 %
File_Office-Open-XML-Package-Relations-Item 27 0.3 %
File_Microsoft-Excel-Spreadsheet 24 0.3 %
File_JavaScript 20 0.2 %
File_PNG-Image 12 0.1 %
File_LhArc-Archive 10 0.1 %
File_XZ-Archive 9 0.1 %
File_Microsoft-Cabinet-Archive 8 0.1 %
File_ACE-Archive 2 0.0 %
File_Microsoft-OLE 2 0.0 %
File_Tar-Archive 1 0.0 %
File_RTF 1 0.0 %
File_BZip2-Compressed 1 0.0 %

Anti-Malware 815 9.4 %
File_HTML 637 7.4 %
File_ISO-9660-Disk-Image 114 1.3 %
File_Java-Archive 27 0.3 %
File_Microsoft-Excel-XLSX-Filename-Extension 10 0.1 %
File_Type-Unknown 8 0.1 %
File_JavaScript 8 0.1 %
File_ACE-Archive 4 0.0 %
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Responding Scanner Hits %

File_Rar-Archive 3 0.0 %
File_Zip-Archive 2 0.0 %
File_Microsoft-Windows-Executable 1 0.0 %
File_Encrypted-Zip-Archive 1 0.0 %

8.67k 100 %

Total

E-Mail Virenfilterung Server FirewRéport period: 2023-07-01 00:00:00+0200 to 2023-08-01 00:00:00+0200 19 /7 23



Virenfilterung SRC IPs

Located 84.2 %
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Records by src IP Hits %
77.60.232.154 BT Antwerp, Belgium 1.18k 13.7 %
103.241.147.51 = India 930 10.7 %
185.59.44.224 Turkey 828 9.6 %
209.87.159.147 ™ United States 509 59 %
85.13.149.240 == Germany 384 4.4 %
51.77.61.156 == \Varsaw, Poland 354 41 %
195.62.33.176 == Germany 343 4.0 %
213.32.54.169 11 France 294 3.4 %
185.33.87.239 == Ashburn, Virginia 20149, 271 3.1 %
United States
209.160.40.54 = Seattle, Washington 270 31 %
98160, United States
194.213.18.36 = Ashburn, Virginia 20149, 246 2.8 %
United States
142.11.217.227 ™= United States 246 2.8 %
46.27.49.174 = Mélaga, Spain 236 2.7 %
94.127.187.51 = Spain 174 2.0 %
109.228.57.79 &% United Kingdom 152 1.8 %
185.81.128.119 = Latvia 146 1.7 %
193.57.138.96 B 1 Dublin, Ireland 135 1.6 %
220.244.99.134 &8 Sydney, Australia 131 1.5 %
104.247.163.102 Turkey 68 0.8 %
45.159.251.150 E® | isbon, Portugal 50 0.6 %
45.159.251.132 E® | isbon, Portugal 46 0.5 %
45.87.154.220 = Meppel, Netherlands 45 0.5 %
74.208.186.196 ™= United States 45 0.5 %
95.164.45.185 B 1 Paris, France 34 0.4 %
212.83.144.122 11 France 32 0.4 %
185.176.9.48 = Spain 32 0.4 %
79.143.24.198 == Moscow, Russia 30 0.3 %
77.223.107.61 == Moscow, Russia 30 0.3 %
195.154.45.182 11 France 27 0.3 %
45.148.244.78 == Russia 26 0.3 %
Others 1.37k 15.8 %
Total 8.67k 100 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.

Hits / hour (average of 6 hours)
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About the FlexEdge Secure SD-WAN

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to
improve application performance, simplify network management, and
increase security— ensuring users can safely access any application from
anywhere. By combining multi-link networking and intrusion prevention with
zero-touch deployment and updating, it provides centralized visibility and
control with high performance that scales to thousands of sites. When used
with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers
true SASE and secure branch solutions that boost productivity, cut costs,
reduce risk, and streamline compliance.

For further information visit forcepoint.com/product/secure-sd-wan.

:-orcep0int About Forcepoint

forcepoint.com
Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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