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Virenfilterung MXe

Others

ORDER-240321007.9z——

Aufstellung-angepasst.odt /

Wannicke_BNF_Fractionation_1203.. /

Businessplan11.03.2023.docx

o

Angebotsanfrage.jar
1-phantome-nuk+akt-RV2023.xIsx
Swift copy of payment.jar
2024_03_05_Elterninfomation_Neu..
20240229 Core team water commun..
HORIZON SCORPION_wide.pptx
Banala-CDT_2024_ODB rearragemen..
2024-03-08 Notfallplanung.odt

OneDrive_2_3-9-2024.zip

UX-Study_Userlutions_A-Phase.zip

Total

3.31k

Hits

{ )\

OneDrive_2024-03-09 (3).zip

<Name Unavailable>

20240314_FVV_spring_event_MATRI..

MaxiKristin_Dietterle_CV Englis..

Presentation.pptx
=?Windows-12527Q?Kurs_=84How_to..
OneDrive_1_7.3.2024.zip
20240303_RTEnthalpyRelaxation_r..
UX-Study_Testbirds_Seed-Phase.zip
Thesis_report_Maia_Neto_THM_MRH..

=?UTF-87Q?IKSK2-0-Begr=C3=BCndu..

C3 D7.2_final.docx

20240312 - CDT 2024 - Storch Fi..

Transcending the Levels of Cons..

THE Draft Master's Thesis.docx

Vergabeunterlagen_BRW-GB2-2024-..
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<Name Unavailable> 1.39 16.8 %
20240314 _FVV_spring_event_MATRICS_v4.pptx 451 5.4 %
MaxiKristin_Dietterle_CV English.docx 325 3.9 %
Presentation1.pptx 310 3.7 %
=?Windows-12527Q?Kurs_=84How_to_Write_A_Paper_-_Termin_1.pptx?= 277 3.3 %
OneDrive_1_7.3.2024.zip 254 31 %
20240303 _RTEnthalpyRelaxation_revised_JPries.docx 230 2.8 %
UX-Study_Testbirds_Seed-Phase.zip 169 2.0 %
Thesis_report_Maia_Neto_THM_MRH_NCN.docx 163 2.0 %
=?UTF-8?Q7?IKSK2-0-Begr=C3=BCndu?==?UTF-87Q?ng+Bilanz- 162 1.9 %
Stellungnahme=20des=20ABB.odt?=
C3 D7.2_final.docx 160 1.9 %
Transcending the Levels of Consciousness (David R. Hawkins)(Z- 160 1.9 %
Library).epub
Vergabeunterlagen_BRW-GB2-2024-0033_KW Angertal - Planung 157 1.9 %
einerProzesswasserbehandlung_20240308T0..
THE Draft Master's Thesis.docx 156 1.9 %
20240312 - CDT 2024 - Storch Final.zip 155 1.9 %
OneDrive_2024-03-09 (3).zip 152 1.8 %
UX-Study_Userlutions_A-Phase.zip 150 1.8 %
OneDrive_2_3-9-2024.zip 149 1.8 %
2024-03-08 Notfallplanung.odt 137 1.6 %
Banala-CDT_2024_ODB rearragements.pptx 112 1.3 %
HORIZON SCORPION_wide.pptx 109 1.3 %
20240229 Core team water community Feb 24.pptx 104 1.3 %
2024_03_05_Elterninfomation_Neue Eltern.odt 96 1.2 %
Swift copy of payment.jar 95 1.1 %
1-phantome-nuk+akt-RV2023.xIsx 81 1.0 %
Angebotsanfrage.jar 80 1.0 %
Businessplan11.03.2023.docx 78 0.9 %
Wannicke_BNF_Fractionation_12032024v3_No_Endnote_es.docx 78 0.9 %
Aufstellung-angepasst.odt 75 0.9 %
ORDER-240321007.9z 73 0.9 %
Others 2.22k 26.7 %
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Top File Types by Scan Result

Top 10 file types by scan result.

Remcos-FDQO!51BEDCE5AOFD
5 Hits (0.0%)

Unknown
10 Hits (0.1%)

HTML/Phishing.ux

12 Hits (0.1%)
HTML/Phishing.ol

22 Hits (0.2%).
Fareit-FZT!9C4064DD4297

25 Hits (0.2%).
HTML/Phishing.ok

25 Hits (0.2%).
HTML/Phishing.ta
25 Hits (0.2%)
DOC/Phishing.gen.d
26 Hits (0.2%)
HTML/Phishing.rb
26 Hits (0.2%)
High Risk

88 Hits (0.8%)
Medium Risk

232 Hits (2.2%)
Malicious

3.63k Hits (34.4%)
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Not Available
6.42k Hits (60.9%)
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Not Available 6.42k 60.9 %

File_Zip-Archive 6.07k 57.6 %
File_Java-Archive 200 1.9 %
File_Microsoft-Excel-XLSX-Filename-Extension 109 1.0 %
File_Microsoft-Office-Open-XML-Document 28 0.3 %
File_Microsoft-Excel-Spreadsheet 12 0.1 %
Malicious 3.63k 34.4%
File_Empty 2.06k 19.5 %
File_PNG-Filename-Extension 500 4.7 %
File_Microsoft-Windows-Executable 283 2.7 %
File_Microsoft-Excel-XLSX-Filename-Extension 263 25 %
File_PDF-Filename-Extension 159 1.5 %
File_Java-Class 77 0.7 %
File_Rar-Archive 70 0.7 %
File_Zip-Archive 58 0.6 %
File_HTML 32 0.3 %
File_Microsoft-Excel-97-Spreadsheet 29 0.3 %
File_PDF 27 0.3 %
File_Microsoft-Equation-Editor-Document 17 0.2 %
File_Microsoft-OLE 17 0.2 %
File_ISO-9660-Disk-Image 12 0.1 %
File_7z-Archive 8 0.1 %
File_Microsoft-Excel-Spreadsheet 5 0.0 %
File_Office-Open-XML-Package-Relations-Item 3 0.0 %
File_Java-Archive 2 0.0 %
File_Microsoft-Office-Open-XML-Document 1 0.0 %
File_JavaScript 1 0.0 %
File_Type-Unknown 1 0.0 %
Medium Risk 232 2.2%
File_Java-Class 101 1.0 %
File_PDF 75 0.7 %
File_Microsoft-Windows-Executable 16 0.2 %
File_Zip-Archive 15 0.1 %
File_Office-Open-XML-Package-Relations-Item 15 0.1 %
File_Rar-Archive 6 0.1 %
File_Microsoft-Excel-97-Spreadsheet 2 0.0 %
File_HTML 1 0.0 %
File_Microsoft-Office-Open-XML-Document 1 0.0 %
High Risk 88 0.8 %
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File_Rar-Archive 35 0.3 %
File_Microsoft-Equation-Editor-Document 22 0.2 %
File_Microsoft-Windows-Executable 9 0.1 %
File_HTML 7 0.1 %
File_Microsoft-OLE 5 0.0 %
File_Text-US-Ascii-Text-File 4 0.0 %
File_Zip-Archive 2 0.0 %
File_Java-Archive 1 0.0 %
File_PDF 1 0.0 %
File_Microsoft-Excel-97-Spreadsheet 1 0.0 %
File_Tar-Archive 1 0.0 %
HTML/Phishing.rb 26 0.2%
File_HTML 16 0.2 %
File_Text-US-Ascii-Text-File 10 0.1 %
DOC/Phishing.gen.d 26 0.2%
File_Zip-Archive 26 0.2 %
HTML/Phishing.ta 25 0.2%
File_HTML 25 0.2 %
HTML/Phishing.ok 25 0.2%
File_HTML 25 0.2 %
Fareit-FZT!9C4064DD4297 25 0.2%
File_Tar-Archive 25 0.2 %
HTML/Phishing.ol 22 0.2%
File_HTML 22 0.2 %
HTML/Phishing.ux 12 0.1%
File_Text-US-Ascii-Text-File 12 0.1 %
Unknown 10 0.1%
File_Zip-Archive 9 0.1 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.0 %
Remcos-FDQO!51BEDCE5AO0FD 5 0.0 %
File_Rar-Archive 5 0.0 %
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Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.
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File_Type-Unknown

File_JavaScript
File_7z-Archive

File_ISO-9660-Disk-Image

File_Microsoft-Excel-Spreadsheet

File_Office-Open-XML-Package-Re.
File_Microsoft-OLE

File_Text-US-Ascii-Text-File

File_Tar-Archive

File_Microsoft-Office-Open-XML-

File_Microsoft-Excel-97-Spreads.
File_Microsoft-Equation-Editor-
File_PDF

File_Rar-Archive

File_HTML

File_PDF-Filename-Extension
File_Java-Class

File_Java-Archive
File_Microsoft-Windows-Executable
File_Microsoft-Excel-XLSX-Filen..

File_PNG-Filename-Extension

File_Empty File_Zip-Archive
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File_Zip-Archive 6.18k 58.6 %

Not Available 6.07k 57.6 %
Malicious 58 0.6 %
DOC/Phishing.gen.d 26 0.2 %
Medium Risk 15 0.1 %
Unknown 9 0.1 %
High Risk 2 0.0 %
File_Empty 2.06k 19.5 %
Malicious 2.06k 19.5 %
File_PNG-Filename-Extension 500 4.7%
Malicious 500 4.7 %
File_Microsoft-Excel-XLSX-Filename-Extension 373 3.5%
Malicious 263 25 %
Not Available 109 1.0 %
Unknown 1 0.0 %
File_Microsoft-Windows-Executable 308 2.9%
Malicious 283 2.7 %
Medium Risk 16 0.2 %
High Risk 9 0.1 %
File_Java-Archive 203 1.9 %
Not Available 200 1.9 %
Malicious 2 0.0 %
High Risk 1 0.0 %
File_Java-Class 178 1.7%
Medium Risk 101 1.0 %
Malicious 77 0.7 %
File_PDF-Filename-Extension 159 1.5%
Malicious 159 1.5 %
File_HTML 128 1.2%
Malicious 32 0.3 %
HTML/Phishing.ta 25 0.2 %
HTML/Phishing.ok 25 0.2 %
HTML/Phishing.ol 22 0.2 %
HTML/Phishing.rb 16 0.2 %
High Risk 7 0.1 %
Medium Risk 1 0.0 %
File_Rar-Archive 116 1.1%
Malicious 70 0.7 %
High Risk 35 0.3 %
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Medium Risk
Remcos-FDQO!51BEDCE5AOFD
File_PDF
Medium Risk
Malicious
High Risk
File_Microsoft-Equation-Editor-Document
High Risk
Malicious
File_Microsoft-Excel-97-Spreadsheet
Malicious
Medium Risk
High Risk
File_Microsoft-Office-Open-XML-Document
Not Available
Malicious
Medium Risk
File_Tar-Archive
Fareit-FZT!9C4064DD4297
High Risk
File_Text-US-Ascii-Text-File
HTML/Phishing.ux
HTML/Phishing.rb
High Risk
File_Microsoft-OLE
Malicious
High Risk
File_Office-Open-XML-Package-Relations-Item
Medium Risk
Malicious
File_Microsoft-Excel-Spreadsheet
Not Available
Malicious
File_ISO-9660-Disk-Image
Malicious
File_7z-Archive
Malicious
File_JavaScript

Malicious
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0.0 %
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0.0 %
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Responding Scanner Hits %

File_Type-Unknown 1 0.0 %
Malicious 1 0.0 %
Total 10.54k 100 %
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Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Anti-Malware
168 Hits (1.6%)

Cloud Reputation
10.38k Hits (98.4%)
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Cloud Reputation 10.38k 98.4 %

File_Zip-Archive 6.16k 58.4 %
File_Empty 2.06k 19.5 %
File_PNG-Filename-Extension 500 4.7 %
File_Microsoft-Excel-XLSX-Filename-Extension 373 35 %
File_Microsoft-Windows-Executable 308 29 %
File_Java-Archive 203 1.9 %
File_Java-Class 178 1.7 %
File_PDF-Filename-Extension 159 1.5 %
File_Rar-Archive 111 1.1 %
File_PDF 103 1.0 %
File_HTML 40 0.4 %
File_Microsoft-Equation-Editor-Document 39 0.4 %
File_Microsoft-Excel-97-Spreadsheet 32 0.3 %
File_Microsoft-Office-Open-XML-Document 30 0.3 %
File_Microsoft-OLE 22 0.2 %
File_Office-Open-XML-Package-Relations-Item 18 0.2 %
File_Microsoft-Excel-Spreadsheet 17 0.2 %
File_ISO-9660-Disk-Image 12 0.1 %
File_7z-Archive 8 0.1 %
File_Text-US-Ascii-Text-File 4 0.0 %
File_Tar-Archive 1 0.0 %
File_JavaScript 1 0.0 %
File_Type-Unknown 1 0.0 %
Anti-Malware 168 1.6 %
File_HTML 88 0.8 %
File_Zip-Archive 28 0.3 %
File_Tar-Archive 25 0.2 %
File_Text-US-Ascii-Text-File 22 0.2 %
File_Rar-Archive 5 0.0 %
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Virenfilterung SRC IPs

Located 389 %

E-Mail Virenfilterung Server FirewR#port period: 2024-03-01 00:00:00+0100 to 2024-04-01 00:00:00+0200 15718



134.94.4.39 oft DFN 393 3.7 %
134.94.4.38 ofn DEN 327 3.1 %
129.69.27.80 iU Uni Netzwerke jenseits 285 2.7 %
DFN
141.78.102.102 ofn DEN 257 24 %
94.100.136.190 == Germany 254 24 %
94.100.133.205 ™= Saarbriicken, Germany 254 2.4 %
195.242.110.21 & British Virgin Islands 190 1.8 %
129.69.192.21 i Uni Netzwerke jenseits 188 1.8 %
DFN
46.27.49.174 & Marbella, Spain 181 1.7 %
129.187.255.138 ™= Munich, Germany 155 1.5 %
146.70.71.194 E3 Zurich, Switzerland 146 1.4 %
129.69.27.84 o Uni Netzwerke jenseits 120 1.1 %
DFN
193.37.71.77 == Moscow, Russia 104 1.0 %
128.176.118.28 v DEN 102 1.0 %
131.152.226.208 Miinchenstein, Switzerland 90 0.9 %
51.77.61.156 == Warsaw, Poland 84 0.8 %
91.102.136.172 ™= UEbach-Palenberg, Germany 83 0.8 %
144.76.60.4 ™= Bad Bellingen, Germany 81 0.8 %
193.174.230.70 o DEN 81 0.8 %
94.130.133.62 ™= Nuremberg, Germany 78 0.7 %
138.251.6.248 &5 St Andrews, United 78 0.7 %
Kingdom
195.65.194.209 Givisiez, Switzerland 70 0.7 %
94.100.133.238 ™= Saarbriicken, Germany 70 0.7 %
130.83.156.230 ™= Darmstadt, Germany 69 0.7 %
134.93.178.241 o Uni Netzwerke jenseits 67 0.6 %
DFN
38.242.202.166 ™= Disseldorf, Germany 66 0.6 %
88.198.60.93 == Germany 65 0.6 %
152.92.1.8 E= Rio de Janeiro, Brazil 60 0.6 %
194.25.134.82 ™= Roding, Germany 55 0.5 %
121.254.168.205 = South Korea 48 0.5 %
Others 6.43k 61.1 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.

200 Hits / hour (average of 6 hours)

25

20

15

10

5

Mar
File_Malware-Blocked

17 718
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About the FlexEdge Secure SD-WAN

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to
improve application performance, simplify network management, and
increase security— ensuring users can safely access any application from
anywhere. By combining multi-link networking and intrusion prevention with
zero-touch deployment and updating, it provides centralized visibility and
control with high performance that scales to thousands of sites. When used
with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers
true SASE and secure branch solutions that boost productivity, cut costs,
reduce risk, and streamline compliance.

For further information visit forcepoint.com/product/secure-sd-wan.

:-orcep0int About Forcepoint

forcepoint.com
Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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