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PI.7z 

Metamask_Beta.zip 

Presentation of Randstad - ISL...

ATT34922.htm 

Remittance_advice_doc818.htm 

NUEVO PEDIDO - CF0002.xlam 

New order for PO_1211992.xlam 

Shutdown-Turnaround Brochure-20..

=?UTF-8?B?TmV3X09yZGVyLlBkZi5od..

#PO 4500515595 ULTRA TEC.zip 

Payment Advice August 282023.xlam 

NEW ORDER 20874.xlam 

1030 Order PDF.zip image001.gif 

New Test Inquiry TST2889-11.zip 

PO CBV87654469.xlam 

=?UTF-8?B?55S15a2Q5Y+R56WoMjAzO..

=?UTF-8?B?55S15a2Q5Y+R56WoMjAzO..

Bulk_Order_2023.xls 

Invoice_Copy.7z 

Order_HR WJO-29-09.xlam 

PO-4501336854_WJO-003.xlam 

RFQ_AP65425652_032421 urgentes...

P10075646t77.shtml 

swift copy-09142023.zip 

PO-674394.xlam 

SWIFT COPY.zip 

Quotation.zip 

Order.7z 

PO_88392_Specifications.pdf 

Others 

3.45k
Total

Hits
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Records by file name Hits %

PI.7z 445 12.9 %

Metamask_Beta.zip 165 4.8 %

Presentation of Randstad - ISL.pptx 159 4.6 %

ATT34922.htm 138 4.0 %

Remittance_advice_doc818.htm 127 3.7 %

NUEVO PEDIDO - CF0002.xlam 124 3.6 %

New order for PO_1211992.xlam 95 2.8 %

Shutdown-Turnaround Brochure-2023.pdf 88 2.5 %

=?UTF-8?B?TmV3X09yZGVyLlBkZi5odG0=?= 86 2.5 %

#PO 4500515595 ULTRA TEC.zip 84 2.4 %

Payment Advice August 282023.xlam 67 1.9 %

NEW ORDER 20874.xlam 67 1.9 %

1030 Order PDF.zip 67 1.9 %

image001.gif 64 1.9 %

New Test Inquiry TST2889-11.zip 62 1.8 %

PO CBV87654469.xlam 53 1.5 %

=?UTF-
8?B?55S15a2Q5Y+R56WoMjAzOTkyMDExLTUtMjAyMy5wZGYuc2h0bWw=?=

52 1.5 %

=?UTF-
8?B?55S15a2Q5Y+R56WoMjAzOTkyMDEwMTEtMjAyMy5qcGcuaHRtbA==?=

52 1.5 %

Bulk_Order_2023.xls 51 1.5 %

Invoice_Copy.7z 48 1.4 %

Order_HR WJO-29-09.xlam 46 1.3 %

PO-4501336854_WJO-003.xlam 42 1.2 %

RFQ_AP65425652_032421 urgentes.xlam 41 1.2 %

P10075646t77.shtml 40 1.2 %

swift copy-09142023.zip 38 1.1 %

PO-674394.xlam 38 1.1 %

SWIFT COPY.zip 37 1.1 %

Quotation.zip 31 0.9 %

Order.7z 30 0.9 %

PO_88392_Specifications.pdf 27 0.8 %

Others 990 28.7 %

Total 3.45k 100 %
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Top File Types by Scan Result
 

Top 10 file types by scan result.
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5.41k
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Scan Result Hits %

Not Available 1.79k 33.0 %

File_Zip-Archive 1.43k 26.5 %

File_Microsoft-Excel-Spreadsheet 335 6.2 %

File_Microsoft-Office-Open-XML-Document 9 0.2 %

File_Microsoft-Excel-XLSX-Filename-Extension 7 0.1 %

Malicious 1.50k 27.7 %

File_Microsoft-Windows-Executable 1.10k 20.4 %

File_Zip-Archive 152 2.8 %

File_Rar-Archive 122 2.3 %

File_Type-Unknown 27 0.5 %

File_JavaScript 27 0.5 %

File_ISO-9660-Disk-Image 19 0.4 %

File_PDF 12 0.2 %

File_HTML 9 0.2 %

File_Office-Open-XML-Package-Relations-Item 8 0.1 %

File_Microsoft-Excel-97-Spreadsheet 7 0.1 %

File_Microsoft-Office-Open-XML-Document 6 0.1 %

File_Microsoft-Equation-Editor-Document 4 0.1 %

File_Microsoft-Excel-Spreadsheet 2 0.0 %

File_Microsoft-Cabinet-Archive 2 0.0 %

File_Tar-Archive 1 0.0 %

File_7z-Archive 1 0.0 %

Medium Risk 1.08k 19.9 %

File_XML 629 11.6 %

File_PDF 168 3.1 %

File_Office-Open-XML-Package-Relations-Item 162 3.0 %

File_GIF-Image 72 1.3 %

File_HTML 17 0.3 %

File_Type-Unknown 9 0.2 %

File_Microsoft-Windows-Executable 8 0.1 %

File_Rar-Archive 7 0.1 %

File_ISO-9660-Disk-Image 3 0.1 %

File_Microsoft-Office-Open-XML-Document 2 0.0 %

File_Zip-Archive 1 0.0 %

High Risk 360 6.7 %

File_Rar-Archive 133 2.5 %

File_Microsoft-Excel-97-Spreadsheet 55 1.0 %

File_Microsoft-Windows-Executable 52 1.0 %

File_Type-Unknown 43 0.8 %
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Scan Result Hits %

File_PDF 43 0.8 %

File_HTML 6 0.1 %

File_Microsoft-Excel-Spreadsheet 6 0.1 %

File_ISO-9660-Disk-Image 6 0.1 %

File_Zip-Archive 4 0.1 %

File_Microsoft-Office-Open-XML-Document 4 0.1 %

File_JavaScript 2 0.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.0 %

File_Tar-Archive 1 0.0 %

File_7z-Archive 1 0.0 %

File_ACE-Archive 1 0.0 %

File_XZ-Archive 1 0.0 %

HTML/Phishing.st 266 4.9 %

File_Type-Unknown 266 4.9 %

HTML/Phishing.ta 242 4.5 %

File_HTML 242 4.5 %

HTML/Phishing.rb 94 1.7 %

File_HTML 49 0.9 %

File_Type-Unknown 43 0.8 %

File_XML 2 0.0 %

HTML/Phishing.tb 40 0.7 %

File_HTML 40 0.7 %

Unknown 10 0.2 %

File_Zip-Archive 7 0.1 %

File_Microsoft-Excel-Spreadsheet 3 0.1 %

Exploit-GBT!00CE373DD5C9 4 0.1 %

File_Microsoft-Excel-Spreadsheet 4 0.1 %

Exploit-GBT!D70DB52DAFE1 3 0.1 %

File_Microsoft-Excel-Spreadsheet 3 0.1 %

HTML/Phishing.tt 3 0.1 %

File_HTML 3 0.1 %

Exploit-GBT!AC6370EADC9B 2 0.0 %

File_Microsoft-Excel-Spreadsheet 2 0.0 %

W97M/Downloader.djz 2 0.0 %

File_Microsoft-Excel-97-Spreadsheet 2 0.0 %

Exploit-GBT!A97C115FF2C8 2 0.0 %

File_Microsoft-Excel-Spreadsheet 2 0.0 %

HTML/Phishing.ry 2 0.0 %

File_HTML 2 0.0 %
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Scan Result Hits %

Exploit-CVE2017-11882.yx 2 0.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.0 %

Exploit-GBT!7DA3762908FC 2 0.0 %

File_Microsoft-Excel-Spreadsheet 2 0.0 %

Exploit-GBT!CDEF0DE3FD0A 1 0.0 %

File_Microsoft-Excel-Spreadsheet 1 0.0 %

Exploit-GDJ!9A1D3EDFC321 1 0.0 %

File_Microsoft-Excel-Spreadsheet 1 0.0 %

Exploit-GBT!156D53579CBD 1 0.0 %

File_Microsoft-Excel-Spreadsheet 1 0.0 %

Exploit-GDJ!C8BFFE4D9851 1 0.0 %

File_Microsoft-Excel-Spreadsheet 1 0.0 %

Exploit-GBT!7D2766DCE78A 1 0.0 %

File_Microsoft-Excel-Spreadsheet 1 0.0 %

HTML/Phishing.pt 1 0.0 %

File_HTML 1 0.0 %

Exploit-GBT!35EE31D4F196 1 0.0 %

File_Microsoft-Excel-Spreadsheet 1 0.0 %

Remcos-FDQO!9579F4B8FFF0 1 0.0 %

File_Zip-Archive 1 0.0 %

HTML/Redirector.q 1 0.0 %

File_HTML 1 0.0 %

HTML/Phishing.rj 1 0.0 %

File_JavaScript 1 0.0 %

HTML/Phishing.ec 1 0.0 %

File_HTML 1 0.0 %

PWS-FCRY!8FC3B62720DD 1 0.0 %

File_Zip-Archive 1 0.0 %

Total 5.41k 100 %
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Top Scan Results by Responding Scanner
 

Top 10 file filtering scan results by responding scanner.
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File_Zip-Archive 

File_Microsoft-Windows-Executable File_XML 

File_HTML 

File_Type-Unknown 

File_Microsoft-Excel-Spreadsheet 

File_Rar-Archive 

File_PDF 

File_Office-Open-XML-Package-Re..

File_GIF-Image 

File_Microsoft-Excel-97-Spreads..

File_JavaScript 

File_ISO-9660-Disk-Image 

File_Microsoft-Office-Open-XML-..

File_Microsoft-Excel-XLSX-Filen..

File_Microsoft-Equation-Editor-..
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File_Tar-Archive 

File_7z-Archive 
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Responding Scanner Hits %

File_Zip-Archive 1.60k 29.5 %

Not Available 1.43k 26.4 %

Malicious 152 2.8 %

Unknown 7 0.1 %

High Risk 4 0.1 %

Medium Risk 1 0.0 %

Remcos-FDQO!9579F4B8FFF0 1 0.0 %

PWS-FCRY!8FC3B62720DD 1 0.0 %

File_Microsoft-Windows-Executable 1.16k 21.4 %

Malicious 1.10k 20.3 %

High Risk 52 1.0 %

Medium Risk 8 0.1 %

File_XML 631 11.6 %

Medium Risk 629 11.6 %

HTML/Phishing.rb 2 0.0 %

File_HTML 390 7.2 %

HTML/Phishing.ta 242 4.5 %

HTML/Phishing.rb 49 0.9 %

HTML/Phishing.tb 40 0.7 %

Medium Risk 17 0.3 %

Malicious 9 0.2 %

High Risk 6 0.1 %

HTML/Phishing.tt 3 0.1 %

HTML/Phishing.ry 2 0.0 %

HTML/Phishing.pt 1 0.0 %

HTML/Redirector.q 1 0.0 %

HTML/Phishing.ec 1 0.0 %

File_Type-Unknown 388 7.1 %

HTML/Phishing.st 266 4.9 %

High Risk 43 0.8 %

HTML/Phishing.rb 43 0.8 %

Malicious 27 0.5 %

Medium Risk 9 0.2 %

File_Microsoft-Excel-Spreadsheet 365 6.7 %

Not Available 335 6.2 %

High Risk 6 0.1 %

Exploit-GBT!00CE373DD5C9 4 0.1 %

Unknown 3 0.1 %

Exploit-GBT!D70DB52DAFE1 3 0.1 %
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Responding Scanner Hits %

Malicious 2 0.0 %

Exploit-GBT!AC6370EADC9B 2 0.0 %

Exploit-GBT!A97C115FF2C8 2 0.0 %

Exploit-GBT!7DA3762908FC 2 0.0 %

Exploit-GBT!CDEF0DE3FD0A 1 0.0 %

Exploit-GDJ!9A1D3EDFC321 1 0.0 %

Exploit-GBT!156D53579CBD 1 0.0 %

Exploit-GDJ!C8BFFE4D9851 1 0.0 %

Exploit-GBT!7D2766DCE78A 1 0.0 %

Exploit-GBT!35EE31D4F196 1 0.0 %

File_Rar-Archive 262 4.8 %

High Risk 133 2.5 %

Malicious 122 2.2 %

Medium Risk 7 0.1 %

File_PDF 223 4.1 %

Medium Risk 168 3.1 %

High Risk 43 0.8 %

Malicious 12 0.2 %

File_Office-Open-XML-Package-Relations-Item 170 3.1 %

Medium Risk 162 3.0 %

Malicious 8 0.1 %

File_GIF-Image 72 1.3 %

Medium Risk 72 1.3 %

File_Microsoft-Excel-97-Spreadsheet 64 1.2 %

High Risk 55 1.0 %

Malicious 7 0.1 %

W97M/Downloader.djz 2 0.0 %

File_JavaScript 30 0.6 %

Malicious 27 0.5 %

High Risk 2 0.0 %

HTML/Phishing.rj 1 0.0 %

File_ISO-9660-Disk-Image 28 0.5 %

Malicious 19 0.4 %

High Risk 6 0.1 %

Medium Risk 3 0.1 %

File_Microsoft-Office-Open-XML-Document 21 0.4 %

Not Available 9 0.2 %

Malicious 6 0.1 %

High Risk 4 0.1 %
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Responding Scanner Hits %

Medium Risk 2 0.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 11 0.2 %

Not Available 7 0.1 %

High Risk 2 0.0 %

Exploit-CVE2017-11882.yx 2 0.0 %

File_Microsoft-Equation-Editor-Document 4 0.1 %

Malicious 4 0.1 %

File_Microsoft-Cabinet-Archive 2 0.0 %

Malicious 2 0.0 %

File_Tar-Archive 2 0.0 %

Malicious 1 0.0 %

High Risk 1 0.0 %

File_7z-Archive 2 0.0 %

Malicious 1 0.0 %

High Risk 1 0.0 %

File_ACE-Archive 1 0.0 %

High Risk 1 0.0 %

File_XZ-Archive 1 0.0 %

High Risk 1 0.0 %

Total 5.43k 100 %
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Cloud Reputation 
4.73k Hits (87.5%)

Anti-Malware 
676 Hits (12.5%)

5.41k
Total

Hits

Top File Types by Responding Scanner
 

Top 10 file types by responding scanner.
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Responding Scanner Hits %

Cloud Reputation 4.73k 87.5 %

File_Zip-Archive 1.60k 29.5 %

File_Microsoft-Windows-Executable 1.16k 21.5 %

File_XML 629 11.6 %

File_Microsoft-Excel-Spreadsheet 346 6.4 %

File_Rar-Archive 262 4.8 %

File_PDF 223 4.1 %

File_Office-Open-XML-Package-Relations-Item 170 3.1 %

File_Type-Unknown 79 1.5 %

File_GIF-Image 72 1.3 %

File_Microsoft-Excel-97-Spreadsheet 62 1.1 %

File_HTML 32 0.6 %

File_JavaScript 29 0.5 %

File_ISO-9660-Disk-Image 28 0.5 %

File_Microsoft-Office-Open-XML-Document 21 0.4 %

File_Microsoft-Excel-XLSX-Filename-Extension 9 0.2 %

File_Microsoft-Equation-Editor-Document 4 0.1 %

File_Microsoft-Cabinet-Archive 2 0.0 %

File_Tar-Archive 2 0.0 %

File_7z-Archive 2 0.0 %

File_ACE-Archive 1 0.0 %

File_XZ-Archive 1 0.0 %

Anti-Malware 676 12.5 %

File_HTML 339 6.3 %

File_Type-Unknown 309 5.7 %

File_Microsoft-Excel-Spreadsheet 19 0.4 %

File_Zip-Archive 2 0.0 %

File_XML 2 0.0 %

File_Microsoft-Excel-97-Spreadsheet 2 0.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.0 %

File_JavaScript 1 0.0 %

Total 5.41k 100 %
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Unknown 0.9 %
Located 72.9 %

Virenfilterung SRC IPs
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Records by src IP Hits %

103.248.33.199  Delhi, India 914 16.9 %

185.145.13.81  United States 612 11.3 %

23.236.135.70  Buffalo, New York 14202,
United States

330 6.1 %

98.142.253.42  Düsseldorf, Germany 251 4.6 %

106.75.67.156  China 190 3.5 %

31.222.235.220  Ukraine 168 3.1 %

62.146.106.25  Nuremberg, Germany 135 2.5 %

199.127.218.11  United States 135 2.5 %

72.71.201.6  Fairfield, Vermont 05455,
United States

134 2.5 %

117.53.153.71  Malaysia 125 2.3 %

192.232.236.18  United States 96 1.8 %

91.219.150.15  Russia 86 1.6 %

185.38.142.35  Portugal 76 1.4 %

103.109.24.50  Wonogiri, Indonesia 74 1.4 %

185.145.13.85  United States 71 1.3 %

65.21.184.126  Helsinki, Finland 67 1.2 %

92.204.129.53  Warrenton, Virginia 20186,
United States

60 1.1 %

51.159.194.243  Paris, France 52 1.0 %

103.237.86.142  Unknown 51 0.9 %

188.127.224.192  Moscow, Russia 46 0.9 %

188.127.249.73  Estonia 44 0.8 %

23.94.203.194  United States 40 0.7 %

172.104.10.114  Cedar Knolls, New Jersey
07927, United States

38 0.7 %

51.77.61.156  Warsaw, Poland 36 0.7 %

94.138.192.173  Turkey 34 0.6 %

164.152.167.178  Singapore 33 0.6 %

45.81.241.32  Bolu, Turkey 25 0.5 %

150.60.163.254  Japan 24 0.4 %

186.237.129.163  Sao Jose do Rio Preto,
Brazil

23 0.4 %

15.235.36.65  Victoria, British Columbia
V8T , Canada

23 0.4 %

Others 1.42k 26.2 %

Total 5.41k 100 %



 

 

  

 

 

  

 

E-Mail Virenfilterung Server FirewallReport period: 2023-09-01 00:00:00+0200 to 2023-10-01 00:00:00+0200 19 / 20
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SMTP Virus Filtering by Time
 

Top 10 file filtering situations on a timeline.

 



  

 

 

 
 
 

 
 

 

About Forcepoint 

 
Forcepoint simplifies security for global businesses and 

governments. Forcepoint’s all-in-one, truly cloud-native platform 

makes it easy to adopt Zero Trust and prevent the theft or loss 

of sensitive data and intellectual property no matter where 

people are working. Based in Austin, Texas, Forcepoint creates 

safe, trusted environments for customers and their employees 

in more than 150 countries. Engage with Forcepoint on 

www.forcepoint.com, Twitter and LinkedIn. 

forcepoint.com 
 

About the FlexEdge Secure SD-WAN 

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to 

improve application performance, simplify network management, and 

increase security–– ensuring users can safely access any application from 

anywhere. By combining multi-link networking and intrusion prevention with 

zero-touch deployment and updating, it provides centralized visibility and 

control with high performance that scales to thousands of sites. When used 

with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers 

true SASE and secure branch solutions that boost productivity, cut costs, 

reduce risk, and streamline compliance. 

For further information visit forcepoint.com/product/secure-sd-wan. 
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