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Formular.pdf 
161 Hits (36.6%)

PAYMENT.ace 
38 Hits (8.6%)

850171268.docx 
24 Hits (5.5%)

=?UTF-8?B?WWFuxLF0IEzDvHRmZW4gY..
20 Hits (4.5%)

Quotation.lzh 
12 Hits (2.7%)

Account service receipt for May..
11 Hits (2.5%)

DHL# 2443450704.docx 
8 Hits (1.8%)

EA02024000005593.docx 
7 Hits (1.6%)

Purchase order 4579408219 .docx 
7 Hits (1.6%)

Order Request.xlam 
6 Hits (1.4%)

PO 420725.docx 
5 Hits (1.1%)

3285 CFGB SYR (Julyb 25 - Dec 2..
5 Hits (1.1%)

DHL_Documents.tar.lz 
5 Hits (1.1%)

PO-A8585UGHT886767AD.ace 
5 Hits (1.1%)

Resquest For Proposal.rar 
4 Hits (0.9%)

product specification.jar 
4 Hits (0.9%)

Order List.gz 
4 Hits (0.9%)

quotation.lzh 
4 Hits (0.9%)

Shipping Docs.zip 
3 Hits (0.7%)

DHL_Package_Documents.tar.lz 
3 Hits (0.7%)

Orden 2443450704.docx 
3 Hits (0.7%)

requestForQoutation.rar 
3 Hits (0.7%)

Contract #495654-pdf.img 
3 Hits (0.7%)

ScannedDocument_REF92827383Paym..
3 Hits (0.7%)

Bank_Details_Confirmation_Reque..
2 Hits (0.5%)

PHOTOS - 0529.rar 
2 Hits (0.5%)

RE TX7-3.docx 
2 Hits (0.5%)

Payment advice .pdf.rar 
2 Hits (0.5%)

PO-ES004011.rar 
2 Hits (0.5%)

jesue.rar 
2 Hits (0.5%)

Others 
80 Hits (18.0%)

440
Total

Hits
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Records by file name Hits %

Formular.pdf 161 36.6 %

PAYMENT.ace 38 8.6 %

850171268.docx 24 5.5 %

=?UTF-
8?B?WWFuxLF0IEzDvHRmZW4gYWzEsW50xLEgeWFwxLFuLmRvY3g=?=

20 4.5 %

Quotation.lzh 12 2.7 %

Account service receipt for May.pdf.lha 11 2.5 %

DHL# 2443450704.docx 8 1.8 %

EA02024000005593.docx 7 1.6 %

Purchase order 4579408219 .docx 7 1.6 %

Order Request.xlam 6 1.4 %

PO 420725.docx 5 1.1 %

3285 CFGB SYR (Julyb 25 - Dec 25) Request for Quotation.uue 5 1.1 %

DHL_Documents.tar.lz 5 1.1 %

PO-A8585UGHT886767AD.ace 5 1.1 %

Resquest For Proposal.rar 4 0.9 %

product specification.jar 4 0.9 %

Order List.gz 4 0.9 %

quotation.lzh 4 0.9 %

Shipping Docs.zip 3 0.7 %

DHL_Package_Documents.tar.lz 3 0.7 %

Orden 2443450704.docx 3 0.7 %

requestForQoutation.rar 3 0.7 %

Contract #495654-pdf.img 3 0.7 %

ScannedDocument_REF92827383PaymentSlip.zip 3 0.7 %

Bank_Details_Confirmation_Request_for_Payment_Processing_2025.rar 2 0.5 %

PHOTOS - 0529.rar 2 0.5 %

RE TX7-3.docx 2 0.5 %

Payment advice .pdf.rar 2 0.5 %

PO-ES004011.rar 2 0.5 %

jesue.rar 2 0.5 %

Others 80 18.2 %

Total 440 100 %
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High Risk 
202 Hits (38.2%)

Malicious 
158 Hits (29.9%)

Medium Risk 
67 Hits (12.7%)

Not Available 
61 Hits (11.5%)

Fareit.gen.e 
28 Hits (5.3%)

Exploit-GBR!33A756AF4070 
5 Hits (0.9%)

PWS-FCZO!65644A1FBE06 
4 Hits (0.8%)

Unknown 
2 Hits (0.4%)

Exploit-GBR!8F235E9ECB68 
1 Hits (0.2%)

PS/Downloader.hx 
1 Hits (0.2%)

529
Total

Hits

Top File Types by Scan Result
 

Top 10 file types by scan result.
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Scan Result Hits %

High Risk 202 38.2 %

File_PDF 164 31.0 %

File_Java-Class 10 1.9 %

File_ACE-Archive 7 1.3 %

File_Office-Open-XML-Package-Relations-Item 7 1.3 %

File_Rar-Archive 4 0.8 %

File_Type-Unknown 4 0.8 %

File_Microsoft-Equation-Editor-Document 3 0.6 %

File_LhArc-Archive 2 0.4 %

File_Microsoft-Excel-97-Spreadsheet 1 0.2 %

Malicious 158 29.9 %

File_Rar-Archive 48 9.1 %

File_Zip-Archive 22 4.2 %

File_Microsoft-Windows-Executable 17 3.2 %

File_LhArc-Archive 17 3.2 %

File_RTF 13 2.5 %

File_Type-Unknown 12 2.3 %

File_ACE-Archive 8 1.5 %

File_Microsoft-Office-Open-XML-Document 6 1.1 %

File_ISO-9660-Disk-Image 5 0.9 %

File_7z-Archive 4 0.8 %

File_JavaScript 3 0.6 %

File_Text-US-Ascii-Text-File 2 0.4 %

File_Microsoft-Excel-Spreadsheet 1 0.2 %

Medium Risk 67 12.7 %

File_Office-Open-XML-Package-Relations-Item 25 4.7 %

File_Zip-Archive 24 4.5 %

File_Java-Class 5 0.9 %

File_Microsoft-Windows-Executable 4 0.8 %

File_PDF 3 0.6 %

File_Microsoft-Office-Open-XML-Document 3 0.6 %

File_XML 3 0.6 %

Not Available 61 11.5 %

File_Zip-Archive 29 5.5 %

File_Microsoft-Office-Open-XML-Document 24 4.5 %

File_Java-Archive 5 0.9 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.4 %

File_Microsoft-Excel-Spreadsheet 1 0.2 %

Fareit.gen.e 28 5.3 %
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Scan Result Hits %

File_ACE-Archive 28 5.3 %

Exploit-GBR!33A756AF4070 5 0.9 %

File_Microsoft-Excel-Spreadsheet 5 0.9 %

PWS-FCZO!65644A1FBE06 4 0.8 %

File_Rar-Archive 4 0.8 %

Unknown 2 0.4 %

File_Zip-Archive 1 0.2 %

File_Microsoft-Office-Open-XML-Document 1 0.2 %

Exploit-GBR!8F235E9ECB68 1 0.2 %

File_Microsoft-Excel-Spreadsheet 1 0.2 %

PS/Downloader.hx 1 0.2 %

File_Zip-Archive 1 0.2 %

Total 529 100 %
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Top Scan Results by Responding Scanner
 

Top 10 file filtering scan results by responding scanner.
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File_PDF 
167 Hits (31.6%)

File_Zip-Archive 
77 Hits (14.6%)

File_Rar-Archive 
56 Hits (10.6%)

File_ACE-Archive 
43 Hits (8.1%)

File_Microsoft-Office-Open-XML-..
34 Hits (6.4%)

File_Office-Open-XML-Package-Re..
32 Hits (6.0%)

File_Microsoft-Windows-Executable 
21 Hits (4.0%)

File_LhArc-Archive 
19 Hits (3.6%)

File_Type-Unknown 
16 Hits (3.0%)

File_Java-Class 
15 Hits (2.8%)

File_RTF 
13 Hits (2.5%)

File_Microsoft-Excel-Spreadsheet 
8 Hits (1.5%)

File_ISO-9660-Disk-Image 
5 Hits (0.9%)

File_Java-Archive 
5 Hits (0.9%)

File_7z-Archive 
4 Hits (0.8%)

File_Microsoft-Equation-Editor-..
3 Hits (0.6%)

File_JavaScript 
3 Hits (0.6%)

File_XML 
3 Hits (0.6%)

File_Text-US-Ascii-Text-File 
2 Hits (0.4%)

File_Microsoft-Excel-XLSX-Filen..
2 Hits (0.4%)

File_Microsoft-Excel-97-Spreads..
1 Hits (0.2%)

529
Total

Hits
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Responding Scanner Hits %

File_PDF 167 31.6 %

High Risk 164 31.0 %

Medium Risk 3 0.6 %

File_Zip-Archive 77 14.6 %

Not Available 29 5.5 %

Medium Risk 24 4.5 %

Malicious 22 4.2 %

Unknown 1 0.2 %

PS/Downloader.hx 1 0.2 %

File_Rar-Archive 56 10.6 %

Malicious 48 9.1 %

High Risk 4 0.8 %

PWS-FCZO!65644A1FBE06 4 0.8 %

File_ACE-Archive 43 8.1 %

Fareit.gen.e 28 5.3 %

Malicious 8 1.5 %

High Risk 7 1.3 %

File_Microsoft-Office-Open-XML-Document 34 6.4 %

Not Available 24 4.5 %

Malicious 6 1.1 %

Medium Risk 3 0.6 %

Unknown 1 0.2 %

File_Office-Open-XML-Package-Relations-Item 32 6.0 %

Medium Risk 25 4.7 %

High Risk 7 1.3 %

File_Microsoft-Windows-Executable 21 4.0 %

Malicious 17 3.2 %

Medium Risk 4 0.8 %

File_LhArc-Archive 19 3.6 %

Malicious 17 3.2 %

High Risk 2 0.4 %

File_Type-Unknown 16 3.0 %

Malicious 12 2.3 %

High Risk 4 0.8 %

File_Java-Class 15 2.8 %

High Risk 10 1.9 %

Medium Risk 5 0.9 %

File_RTF 13 2.5 %

Malicious 13 2.5 %
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Responding Scanner Hits %

File_Microsoft-Excel-Spreadsheet 8 1.5 %

Exploit-GBR!33A756AF4070 5 0.9 %

Malicious 1 0.2 %

Not Available 1 0.2 %

Exploit-GBR!8F235E9ECB68 1 0.2 %

File_ISO-9660-Disk-Image 5 0.9 %

Malicious 5 0.9 %

File_Java-Archive 5 0.9 %

Not Available 5 0.9 %

File_7z-Archive 4 0.8 %

Malicious 4 0.8 %

File_Microsoft-Equation-Editor-Document 3 0.6 %

High Risk 3 0.6 %

File_JavaScript 3 0.6 %

Malicious 3 0.6 %

File_XML 3 0.6 %

Medium Risk 3 0.6 %

File_Text-US-Ascii-Text-File 2 0.4 %

Malicious 2 0.4 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.4 %

Not Available 2 0.4 %

File_Microsoft-Excel-97-Spreadsheet 1 0.2 %

High Risk 1 0.2 %

Total 529 100 %
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Cloud Reputation 
490 Hits (92.6%)

Anti-Malware 
39 Hits (7.4%)

529
Total

Hits

Top File Types by Responding Scanner
 

Top 10 file types by responding scanner.

 

Responding Scanner Hits %

Cloud Reputation 490 92.6 %

File_PDF 167 31.6 %

File_Zip-Archive 76 14.4 %

File_Rar-Archive 52 9.8 %

File_Microsoft-Office-Open-XML-Document 34 6.4 %

File_Office-Open-XML-Package-Relations-Item 32 6.0 %

File_Microsoft-Windows-Executable 21 4.0 %

File_LhArc-Archive 19 3.6 %

File_Type-Unknown 16 3.0 %

File_ACE-Archive 15 2.8 %

File_Java-Class 15 2.8 %

File_RTF 13 2.5 %

File_ISO-9660-Disk-Image 5 0.9 %

File_Java-Archive 5 0.9 %

File_7z-Archive 4 0.8 %

File_Microsoft-Equation-Editor-Document 3 0.6 %

File_JavaScript 3 0.6 %

File_XML 3 0.6 %

File_Microsoft-Excel-Spreadsheet 2 0.4 %

File_Text-US-Ascii-Text-File 2 0.4 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.4 %

File_Microsoft-Excel-97-Spreadsheet 1 0.2 %

Anti-Malware 39 7.4 %

File_ACE-Archive 28 5.3 %

File_Microsoft-Excel-Spreadsheet 6 1.1 %

File_Rar-Archive 4 0.8 %

File_Zip-Archive 1 0.2 %

Total 529 100 %
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Located 82.8 %

Virenfilterung SRC IPs
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Records by src IP Hits %

190.106.134.250  Argentina 161 30.4 %

43.252.212.55  Malaysia 38 7.2 %

159.183.68.171  United States 28 5.3 %

107.174.176.128  Santa Clara, California
95052, United States

24 4.5 %

160.187.54.64  India 16 3.0 %

74.48.84.117  Los Angeles, California
90060, United States

16 3.0 %

149.72.181.131  United States 12 2.3 %

79.141.166.197  Toronto, Ontario M5A ,
Canada

12 2.3 %

185.253.118.59  Riyadh, Saudi Arabia 12 2.3 %

95.211.40.232  The Netherlands 11 2.1 %

41.205.70.202  Cameroon 10 1.9 %

195.201.90.200  Nuremberg, Germany 9 1.7 %

74.48.108.158  Los Angeles, California
90060, United States

8 1.5 %

159.183.98.56  United States 6 1.1 %

46.249.38.25  Ulft, The Netherlands 6 1.1 %

190.210.9.16  Buenos Aires, Argentina 6 1.1 %

194.243.4.164  Modigliana, Italy 6 1.1 %

202.164.43.26  Mohali, India 6 1.1 %

51.159.93.84  Paris, France 6 1.1 %

190.119.72.105  Trujillo, Peru 5 0.9 %

72.10.39.90  Ashburn, Virginia 20149,
United States

5 0.9 %

220.158.200.137  Cyberjaya, Malaysia 5 0.9 %

188.40.240.227  Falkenstein, Germany 4 0.8 %

80.208.225.200  Lithuania 4 0.8 %

217.154.92.55  Germany 4 0.8 %

72.52.161.61  United States 4 0.8 %

195.26.152.35  North Macedonia 4 0.8 %

172.245.86.13  Elk Grove Village, Illinois
60009, United States

4 0.8 %

213.81.218.94  Rabča, Slovakia 3 0.6 %

86.105.14.10  Palermo, Italy 3 0.6 %

Others 91 17.2 %

Total 529 100 %
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0

1

2

3

4

5

6

7

8

9
Hits / hour (average of 6 hours)

May
5 10 15 20 25 30

File_Malware-Blocked

SMTP Virus Filtering by Time
 

Top 10 file filtering situations on a timeline.

 



  

 

 

 
 
 

 
 

 

About Forcepoint 

 
Forcepoint simplifies security for global businesses and 

governments. Forcepoint’s all-in-one, truly cloud-native platform 

makes it easy to adopt Zero Trust and prevent the theft or loss 

of sensitive data and intellectual property no matter where 

people are working. Based in Austin, Texas, Forcepoint creates 

safe, trusted environments for customers and their employees 

in more than 150 countries. Engage with Forcepoint on 

www.forcepoint.com, Twitter and LinkedIn. 

forcepoint.com 
 

About the FlexEdge Secure SD-WAN 

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to 

improve application performance, simplify network management, and 

increase security–– ensuring users can safely access any application from 

anywhere. By combining multi-link networking and intrusion prevention with 

zero-touch deployment and updating, it provides centralized visibility and 

control with high performance that scales to thousands of sites. When used 

with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers 

true SASE and secure branch solutions that boost productivity, cut costs, 

reduce risk, and streamline compliance. 

For further information visit forcepoint.com/product/secure-sd-wan. 
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All other trademarks used in this document are the property of their respective owners.


