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ORDER_67011E7UOC5379MN56F85H351..
48 Hits (15.0%)

<Name Unavailable> 
20 Hits (6.2%)

Payment Advice For 0000104101.x..
13 Hits (4.0%)

011 sales contract.7z 
12 Hits (3.7%)
Formular.pdf 
9 Hits (2.8%)
PO BC2025-06.lzh 
8 Hits (2.5%)
Order No. E721-1-T1912 Project ..
6 Hits (1.9%)
Group.10PAX.date6232025.zip 
6 Hits (1.9%)
PO240145.lzh 
5 Hits (1.6%)
contract 001.uue 
5 Hits (1.6%)
HSBC Bank_Payment Swift Copy.pd..
5 Hits (1.6%)
AWB# 6916227916.shtm 
4 Hits (1.2%)
9887267709727624.rar 
4 Hits (1.2%)
Attached is the copy of the Wir..
4 Hits (1.2%)
RFQ REF-JTCAJC-QINHP5-TIS-L0009..
4 Hits (1.2%)
Signed Contract.js 
4 Hits (1.2%)
TC70906380 - MUXP807429.shtml 
3 Hits (0.9%)

PR 5500704457.xlsx 
3 Hits (0.9%)

Request for Quotation.pdf 
3 Hits (0.9%)

Unpaidpastduebalance.zip 
3 Hits (0.9%)

PO 20013962.lzh 
3 Hits (0.9%)

=?UTF-8?B?6aKE57qm5omL5YaMLea4r..
2 Hits (0.6%)

Comprovativo de pagamento.rar 
2 Hits (0.6%)

RFQ448903423_M001T.pdf.lzh 
2 Hits (0.6%)

Payment receipt-985 pdf-Zip.rar 
2 Hits (0.6%)

RFQ.xlsx 
2 Hits (0.6%)

order 202500454.7z 
2 Hits (0.6%)

INVOICE_ICNR001419680&ICNR00141..
2 Hits (0.6%)

11356400x4030207000004x16015455..
2 Hits (0.6%)

DOC109828366890.svg 
2 Hits (0.6%)

Others 
131 Hits (41.3%)

321
Total

Hits

Virenfilterung MXe
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Records by file name Hits %

ORDER_67011E7UOC5379MN56F85H3512.r00 48 15.0 %

<Name Unavailable> 20 6.2 %

Payment Advice For 0000104101.xlam 13 4.0 %

011 sales contract.7z 12 3.7 %

Formular.pdf 9 2.8 %

PO BC2025-06.lzh 8 2.5 %

Order No. E721-1-T1912 Project Q25424.docx 6 1.9 %

Group.10PAX.date6232025.zip 6 1.9 %

PO240145.lzh 5 1.6 %

contract 001.uue 5 1.6 %

HSBC Bank_Payment Swift Copy.pdf.tar 5 1.6 %

AWB# 6916227916.shtm 4 1.2 %

9887267709727624.rar 4 1.2 %

Attached is the copy of the Wire transfer.zip 4 1.2 %

RFQ REF-JTCAJC-QINHP5-TIS-L0009- (AL DHAFRA) AL JABER - SUPPLY.zip 4 1.2 %

Signed Contract.js 4 1.2 %

TC70906380 - MUXP807429.shtml 3 0.9 %

PR 5500704457.xlsx 3 0.9 %

Request for Quotation.pdf 3 0.9 %

Unpaidpastduebalance.zip 3 0.9 %

PO 20013962.lzh 3 0.9 %

=?UTF-
8?B?6aKE57qm5omL5YaMLea4r+iBlOaNt+a0i+WxseS7k+W6ky5kb2N4?=

2 0.6 %

Comprovativo de pagamento.rar 2 0.6 %

RFQ448903423_M001T.pdf.lzh 2 0.6 %

Payment receipt-985 pdf-Zip.rar 2 0.6 %

RFQ.xlsx 2 0.6 %

order 202500454.7z 2 0.6 %

INVOICE_ICNR001419680&ICNR001419682.iso 2 0.6 %

11356400x4030207000004x16015455.svg 2 0.6 %

DOC109828366890.svg 2 0.6 %

Others 131 40.8 %

Total 321 100 %
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Malicious 
239 Hits (56.9%)

High Risk 
71 Hits (16.9%)

Not Available 
53 Hits (12.6%)

Medium Risk 
29 Hits (6.9%)

W32/Bagle.ar@MM!pwdzip 
5 Hits (1.2%)

HTML/Phishing.rb 
4 Hits (1.0%)

Unknown 
4 Hits (1.0%)

PWS-FDYA!1C7B665D471B 
4 Hits (1.0%)

W32/Mytob.gen.eml 
3 Hits (0.7%)

Trojan-FVJV!3F5CC2F14811 
2 Hits (0.5%)

Exploit-GBR!35ED0DB9F539 
2 Hits (0.5%)

Exploit-MIME.gen.a 
1 Hits (0.2%)

Exploit-GBR!14F0CB55645E 
1 Hits (0.2%)

Exploit-GBR!5B4FDC569B1B 
1 Hits (0.2%)

Trojan-FVJV!330132B37259 
1 Hits (0.2%)

420
Total

Hits

Top File Types by Scan Result
 

Top 10 file types by scan result.
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Scan Result Hits %

Malicious 239 56.9 %

File_Rar-Archive 90 21.4 %

File_SVG 37 8.8 %

File_Microsoft-Windows-Executable 34 8.1 %

File_LhArc-Archive 19 4.5 %

File_Zip-Archive 12 2.9 %

File_Tar-Archive 10 2.4 %

File_Type-Unknown 8 1.9 %

File_JavaScript 7 1.7 %

File_ISO-9660-Disk-Image 5 1.2 %

File_7z-Archive 4 1.0 %

File_PDF 3 0.7 %

File_HTML 3 0.7 %

File_Microsoft-Excel-97-Spreadsheet 3 0.7 %

File_Microsoft-Excel-XLSX-Filename-Extension 1 0.2 %

File_Microsoft-Excel-Spreadsheet 1 0.2 %

File_Microsoft-Windows-Compiled-Help 1 0.2 %

File_RTF 1 0.2 %

High Risk 71 16.9 %

File_OpenType-Font 18 4.3 %

File_Microsoft-Equation-Editor-Document 17 4.0 %

File_SVG 15 3.6 %

File_PDF 13 3.1 %

File_Rar-Archive 3 0.7 %

File_ISO-9660-Disk-Image 2 0.5 %

File_Zip-Archive 1 0.2 %

File_Office-Open-XML-Package-Relations-Item 1 0.2 %

File_Microsoft-Office-Open-XML-Document 1 0.2 %

Not Available 53 12.6 %

File_Zip-Archive 44 10.5 %

File_Microsoft-Excel-Spreadsheet 5 1.2 %

File_Microsoft-Excel-XLSX-Filename-Extension 3 0.7 %

File_Microsoft-Office-Open-XML-Document 1 0.2 %

Medium Risk 29 6.9 %

File_XML 16 3.8 %

File_PDF 6 1.4 %

File_Microsoft-Windows-Executable 3 0.7 %

File_Office-Open-XML-Package-Relations-Item 2 0.5 %

File_Text-US-Ascii-Text-File 1 0.2 %
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Scan Result Hits %

File_Microsoft-Excel-97-Spreadsheet 1 0.2 %

W32/Bagle.ar@MM!pwdzip 5 1.2 %

File_Encrypted-Zip-Archive 5 1.2 %

HTML/Phishing.rb 4 1.0 %

File_HTML 4 1.0 %

Unknown 4 1.0 %

File_Zip-Archive 3 0.7 %

File_Microsoft-Office-Open-XML-Document 1 0.2 %

PWS-FDYA!1C7B665D471B 4 1.0 %

File_Rar-Archive 4 1.0 %

W32/Mytob.gen.eml 3 0.7 %

File_Text-US-Ascii-Text-File 3 0.7 %

Trojan-FVJV!3F5CC2F14811 2 0.5 %

File_7z-Archive 2 0.5 %

Exploit-GBR!35ED0DB9F539 2 0.5 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.5 %

Exploit-MIME.gen.a 1 0.2 %

File_Text-US-Ascii-Text-File 1 0.2 %

Exploit-GBR!14F0CB55645E 1 0.2 %

File_Microsoft-Excel-XLSX-Filename-Extension 1 0.2 %

Exploit-GBR!5B4FDC569B1B 1 0.2 %

File_Microsoft-Excel-XLSX-Filename-Extension 1 0.2 %

Trojan-FVJV!330132B37259 1 0.2 %

File_Tar-Archive 1 0.2 %

Total 420 100 %
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Top Scan Results by Responding Scanner
 

Top 10 file filtering scan results by responding scanner.
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File_Rar-Archive 

File_Zip-Archive 

File_SVG File_Microsoft-Windows-Executable 

File_PDF 

File_LhArc-Archive 

File_OpenType-Font 

File_Microsoft-Equation-Editor-..

File_XML 

File_Tar-Archive 

File_Type-Unknown 

File_Microsoft-Excel-XLSX-Filen..

File_HTML 

File_JavaScript 

File_ISO-9660-Disk-Image 

File_7z-Archive 

File_Microsoft-Excel-Spreadsheet 

File_Text-US-Ascii-Text-File 

File_Encrypted-Zip-Archive 

File_Microsoft-Excel-97-Spreads..

File_Office-Open-XML-Package-Re..

File_Microsoft-Office-Open-XML-..

File_Microsoft-Windows-Compiled..

File_RTF 

420
Total

Hits



 

 

  

 

 

  

 

E-Mail Virenfilterung Server FirewallReport period: 2025-06-01 00:00:00+0200 to 2025-07-01 00:00:00+0200 10 / 17

Responding Scanner Hits %

File_Rar-Archive 97 23.1 %

Malicious 90 21.4 %

PWS-FDYA!1C7B665D471B 4 1.0 %

High Risk 3 0.7 %

File_Zip-Archive 60 14.3 %

Not Available 44 10.5 %

Malicious 12 2.9 %

Unknown 3 0.7 %

High Risk 1 0.2 %

File_SVG 52 12.4 %

Malicious 37 8.8 %

High Risk 15 3.6 %

File_Microsoft-Windows-Executable 37 8.8 %

Malicious 34 8.1 %

Medium Risk 3 0.7 %

File_PDF 22 5.2 %

High Risk 13 3.1 %

Medium Risk 6 1.4 %

Malicious 3 0.7 %

File_LhArc-Archive 19 4.5 %

Malicious 19 4.5 %

File_OpenType-Font 18 4.3 %

High Risk 18 4.3 %

File_Microsoft-Equation-Editor-Document 17 4.0 %

High Risk 17 4.0 %

File_XML 16 3.8 %

Medium Risk 16 3.8 %

File_Tar-Archive 11 2.6 %

Malicious 10 2.4 %

Trojan-FVJV!330132B37259 1 0.2 %

File_Type-Unknown 8 1.9 %

Malicious 8 1.9 %

File_Microsoft-Excel-XLSX-Filename-Extension 8 1.9 %

Not Available 3 0.7 %

Exploit-GBR!35ED0DB9F539 2 0.5 %

Malicious 1 0.2 %

Exploit-GBR!14F0CB55645E 1 0.2 %

Exploit-GBR!5B4FDC569B1B 1 0.2 %

File_HTML 7 1.7 %



 

 

  

 

 

  

 

E-Mail Virenfilterung Server FirewallReport period: 2025-06-01 00:00:00+0200 to 2025-07-01 00:00:00+0200 11 / 17

Responding Scanner Hits %

HTML/Phishing.rb 4 1.0 %

Malicious 3 0.7 %

File_JavaScript 7 1.7 %

Malicious 7 1.7 %

File_ISO-9660-Disk-Image 7 1.7 %

Malicious 5 1.2 %

High Risk 2 0.5 %

File_7z-Archive 6 1.4 %

Malicious 4 1.0 %

Trojan-FVJV!3F5CC2F14811 2 0.5 %

File_Microsoft-Excel-Spreadsheet 6 1.4 %

Not Available 5 1.2 %

Malicious 1 0.2 %

File_Text-US-Ascii-Text-File 5 1.2 %

W32/Mytob.gen.eml 3 0.7 %

Medium Risk 1 0.2 %

Exploit-MIME.gen.a 1 0.2 %

File_Encrypted-Zip-Archive 5 1.2 %

W32/Bagle.ar@MM!pwdzip 5 1.2 %

File_Microsoft-Excel-97-Spreadsheet 4 1.0 %

Malicious 3 0.7 %

Medium Risk 1 0.2 %

File_Office-Open-XML-Package-Relations-Item 3 0.7 %

Medium Risk 2 0.5 %

High Risk 1 0.2 %

File_Microsoft-Office-Open-XML-Document 3 0.7 %

High Risk 1 0.2 %

Not Available 1 0.2 %

Unknown 1 0.2 %

File_Microsoft-Windows-Compiled-Help 1 0.2 %

Malicious 1 0.2 %

File_RTF 1 0.2 %

Malicious 1 0.2 %

Total 420 100 %
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Cloud Reputation 
396 Hits (94.3%)

Anti-Malware 
24 Hits (5.7%)

420
Total

Hits

Top File Types by Responding Scanner
 

Top 10 file types by responding scanner.
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Responding Scanner Hits %

Cloud Reputation 396 94.3 %

File_Rar-Archive 93 22.1 %

File_Zip-Archive 60 14.3 %

File_SVG 52 12.4 %

File_Microsoft-Windows-Executable 37 8.8 %

File_PDF 22 5.2 %

File_LhArc-Archive 19 4.5 %

File_OpenType-Font 18 4.3 %

File_Microsoft-Equation-Editor-Document 17 4.0 %

File_XML 16 3.8 %

File_Tar-Archive 10 2.4 %

File_Type-Unknown 8 1.9 %

File_JavaScript 7 1.7 %

File_ISO-9660-Disk-Image 7 1.7 %

File_Microsoft-Excel-Spreadsheet 6 1.4 %

File_Microsoft-Excel-XLSX-Filename-Extension 4 1.0 %

File_7z-Archive 4 1.0 %

File_Microsoft-Excel-97-Spreadsheet 4 1.0 %

File_HTML 3 0.7 %

File_Office-Open-XML-Package-Relations-Item 3 0.7 %

File_Microsoft-Office-Open-XML-Document 3 0.7 %

File_Text-US-Ascii-Text-File 1 0.2 %

File_Microsoft-Windows-Compiled-Help 1 0.2 %

File_RTF 1 0.2 %

Anti-Malware 24 5.7 %

File_Encrypted-Zip-Archive 5 1.2 %

File_Rar-Archive 4 1.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 4 1.0 %

File_HTML 4 1.0 %

File_Text-US-Ascii-Text-File 4 1.0 %

File_7z-Archive 2 0.5 %

File_Tar-Archive 1 0.2 %

Total 420 100 %
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Located 69.5 %

Virenfilterung SRC IPs
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Records by src IP Hits %

185.221.175.66  Italy 51 12.1 %

79.141.163.14  Ashburn, Virginia 20149,
United States

48 11.4 %

216.144.227.131  Los Angeles, California
90060, United States

39 9.3 %

65.21.212.75  Helsinki, Finland 22 5.2 %

2a00:8a60:1:11::1006  RWTH Aachen 11 2.6 %

72.10.39.90  Ashburn, Virginia 20149,
United States

11 2.6 %

45.150.109.153  Amsterdam, The
Netherlands

9 2.1 %

190.106.134.250  Argentina 9 2.1 %

5.188.153.251  Almaty, Kazakhstan 9 2.1 %

185.235.138.231  Brussels, Belgium 8 1.9 %

74.208.249.222  United States 6 1.4 %

74.48.84.122  Los Angeles, California
90060, United States

6 1.4 %

82.165.231.204  Germany 6 1.4 %

202.4.114.233  Bangladesh 5 1.2 %

44.199.38.175  Ashburn, Virginia 20149,
United States

4 1.0 %

195.63.103.234  Großen Buseck, Germany 4 1.0 %

172.245.106.56  Buffalo, New York 14205,
United States

4 1.0 %

2a00:8a60:1:11::1007  RWTH Aachen 4 1.0 %

45.86.155.181  Germany 4 1.0 %

94.198.54.217  Russia 4 1.0 %

94.198.52.225  Russia 3 0.7 %

45.150.109.217  Amsterdam, The
Netherlands

3 0.7 %

119.13.156.6  Phnom Penh, Cambodia 3 0.7 %

62.146.106.24  Bad Friedrichshall, Germany 3 0.7 %

31.169.124.198  Bulgaria 3 0.7 %

108.163.209.201  United States 3 0.7 %

103.69.196.152  India 3 0.7 %

192.227.217.233  Buffalo, New York 14205,
United States

3 0.7 %

142.11.209.42  United States 2 0.5 %

208.123.119.220  Los Angeles, California
90060, United States

2 0.5 %

Others 128 30.5 %

Total 420 100 %
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File_Malware-Blocked

SMTP Virus Filtering by Time
 

Top 10 file filtering situations on a timeline.

 



  

 

 

 
 
 

 
 

 

About Forcepoint 

 
Forcepoint simplifies security for global businesses and 

governments. Forcepoint’s all-in-one, truly cloud-native platform 

makes it easy to adopt Zero Trust and prevent the theft or loss 

of sensitive data and intellectual property no matter where 

people are working. Based in Austin, Texas, Forcepoint creates 

safe, trusted environments for customers and their employees 

in more than 150 countries. Engage with Forcepoint on 

www.forcepoint.com, Twitter and LinkedIn. 

forcepoint.com 
 

About the FlexEdge Secure SD-WAN 

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to 

improve application performance, simplify network management, and 

increase security–– ensuring users can safely access any application from 

anywhere. By combining multi-link networking and intrusion prevention with 

zero-touch deployment and updating, it provides centralized visibility and 

control with high performance that scales to thousands of sites. When used 

with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers 

true SASE and secure branch solutions that boost productivity, cut costs, 

reduce risk, and streamline compliance. 

For further information visit forcepoint.com/product/secure-sd-wan. 

© 2025 Forcepoint. Forcepoint and the FORCEPOINT logo are trademarks of Forcepoint.
All other trademarks used in this document are the property of their respective owners.


