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Records by file name Hits %

RedefiningCapitalism.pdf 47 11.2 %

Ratio.pdf 33 7.9 %

NewOrderPO001MDYI2026form.tar 31 7.4 %

TWS QUOTATION_#INV-150034 - SGSA420 TWS2403 30 7.2 %

RedefiningCapitalism.zip 18 4.3 %

ORDER_CONFIRMATION02083371214AB2026.rar 12 2.9 %

TWS-QUOTATION_#J150034 #LTCS 20260318.pdf(105KB).zip 12 2.9 %

BOQ and technical specifications.docx 12 2.9 %

JOS-02-01-RC894637.docx 12 2.9 %

{HEX}54575320494E544C2051554F544154494F4E5F234A31353030333420
234C544353204134323020C2

8 1.9 %

=?utf-8?q?DHL_Invoice_and_tracking_details=2Ehtml?= 8 1.9 %

DHL INVOICE.zip 7 1.7 %

PURCHASE ORDER.zip 7 1.7 %

DCJ25423.FC - Request for Quotation.bz 7 1.7 %

<Name Unavailable> 6 1.4 %

RFQ#06299.gz 6 1.4 %

RECHNUNG-FF147.rar 4 1.0 %

TWS INTL QUOTATION_#PO150034 #SGSA420  TW 4 1.0 %

COO % - SERIM.PDF.gz 4 1.0 %

credit_10032026_P000197181.PDF.gz 4 1.0 %

EDO-SITKBSG2603363.pdf.gz 4 1.0 %

PO-505.rar 4 1.0 %

VN-Invoice-952926319-XXXXX0053-06010451350968.pdf.gz 3 0.7 %

Vat#355646.zip 3 0.7 %

Packing Summary 563538D.docx 3 0.7 %

Purchase Order 4501151685.docx 3 0.7 %

OFF26IT00100673,Pompe-3-2-26.gz 3 0.7 %

NEW Order-03272.tar 3 0.7 %

DHL INVOICE-04885.zip 3 0.7 %

(2ND UPDATE) LANG CO - VESSEL DELAY NOTICE MSC INDEPENDEN.., ETD
NOW 21MAR 2026 EBKG15805999.PDF.gz

3 0.7 %

Others 114 27.3 %

Total 418 100 %
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Malicious 
340 Hits (63.4%)

Not Available 
97 Hits (18.1%)

Medium Risk 
45 Hits (8.4%)

High Risk 
27 Hits (5.0%)

HTML/Phishing.afy 
13 Hits (2.4%)

Unknown 
4 Hits (0.7%)

Trojan-FXIS!1D7877EE81A9 
3 Hits (0.6%)

HTML/Phishing.adh 
2 Hits (0.4%)

JS/Downloader.kt 
2 Hits (0.4%)

Exploit-GBR!3840B24727FB 
1 Hits (0.2%)

Exploit-GBR!348C1824357A 
1 Hits (0.2%)

PERL/Agent.c 
1 Hits (0.2%)

536
Total

Hits

Top File Types by Scan Result
 

Top 10 file types by scan result.
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Scan Result Hits %

Malicious 340 63.4 %

File_Microsoft-Windows-Executable 67 12.5 %

File_PDF 65 12.1 %

File_Zip-Archive 61 11.4 %

File_Rar-Archive 37 6.9 %

File_Tar-Archive 36 6.7 %

File_Type-Unknown 34 6.3 %

File_Microsoft-Excel-97-Spreadsheet 14 2.6 %

File_RTF 10 1.9 %

File_HTML 5 0.9 %

File_ISO-9660-Disk-Image 3 0.6 %

File_7z-Archive 2 0.4 %

File_Microsoft-Excel-Spreadsheet 1 0.2 %

File_Text-US-Ascii-Text-File 1 0.2 %

File_JavaScript 1 0.2 %

File_Encrypted-Rar-Archive 1 0.2 %

File_Encrypted-Zip-Archive 1 0.2 %

File_XZ-Archive 1 0.2 %

Not Available 97 18.1 %

File_Zip-Archive 94 17.5 %

File_Microsoft-Excel-Spreadsheet 3 0.6 %

Medium Risk 45 8.4 %

File_PDF 36 6.7 %

File_XML 3 0.6 %

File_Microsoft-Windows-Executable 2 0.4 %

File_JavaScript 2 0.4 %

File_Zip-Archive 1 0.2 %

File_Office-Open-XML-Package-Relations-Item 1 0.2 %

High Risk 27 5.0 %

File_Microsoft-Windows-Executable 16 3.0 %

File_Zip-Archive 6 1.1 %

File_Rar-Archive 2 0.4 %

File_Microsoft-Excel-97-Spreadsheet 1 0.2 %

File_RTF 1 0.2 %

File_7z-Archive 1 0.2 %

HTML/Phishing.afy 13 2.4 %

File_HTML 13 2.4 %

Unknown 4 0.7 %

File_Zip-Archive 4 0.7 %
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Scan Result Hits %

Trojan-FXIS!1D7877EE81A9 3 0.6 %

File_Zip-Archive 3 0.6 %

HTML/Phishing.adh 2 0.4 %

File_Text-US-Ascii-Text-File 2 0.4 %

JS/Downloader.kt 2 0.4 %

File_HTML 2 0.4 %

Exploit-GBR!3840B24727FB 1 0.2 %

File_Microsoft-Excel-Spreadsheet 1 0.2 %

Exploit-GBR!348C1824357A 1 0.2 %

File_Microsoft-Excel-Spreadsheet 1 0.2 %

PERL/Agent.c 1 0.2 %

File_Perl-Interpreted-Script 1 0.2 %

Total 536 100 %
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Top Scan Results by Responding Scanner
 

Top 10 file filtering scan results by responding scanner.
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File_7z-Archive 
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File_JavaScript 
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Responding Scanner Hits %

File_Zip-Archive 169 31.5 %

Not Available 94 17.5 %

Malicious 61 11.4 %

High Risk 6 1.1 %

Unknown 4 0.7 %

Trojan-FXIS!1D7877EE81A9 3 0.6 %

Medium Risk 1 0.2 %

File_PDF 101 18.8 %

Malicious 65 12.1 %

Medium Risk 36 6.7 %

File_Microsoft-Windows-Executable 85 15.9 %

Malicious 67 12.5 %

High Risk 16 3.0 %

Medium Risk 2 0.4 %

File_Rar-Archive 39 7.3 %

Malicious 37 6.9 %

High Risk 2 0.4 %

File_Tar-Archive 36 6.7 %

Malicious 36 6.7 %

File_Type-Unknown 34 6.3 %

Malicious 34 6.3 %

File_HTML 20 3.7 %

HTML/Phishing.afy 13 2.4 %

Malicious 5 0.9 %

JS/Downloader.kt 2 0.4 %

File_Microsoft-Excel-97-Spreadsheet 15 2.8 %

Malicious 14 2.6 %

High Risk 1 0.2 %

File_RTF 11 2.1 %

Malicious 10 1.9 %

High Risk 1 0.2 %

File_Microsoft-Excel-Spreadsheet 6 1.1 %

Not Available 3 0.6 %

Malicious 1 0.2 %

Exploit-GBR!3840B24727FB 1 0.2 %

Exploit-GBR!348C1824357A 1 0.2 %

File_7z-Archive 3 0.6 %

Malicious 2 0.4 %

High Risk 1 0.2 %
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Responding Scanner Hits %

File_Text-US-Ascii-Text-File 3 0.6 %

HTML/Phishing.adh 2 0.4 %

Malicious 1 0.2 %

File_JavaScript 3 0.6 %

Medium Risk 2 0.4 %

Malicious 1 0.2 %

File_ISO-9660-Disk-Image 3 0.6 %

Malicious 3 0.6 %

File_XML 3 0.6 %

Medium Risk 3 0.6 %

File_Office-Open-XML-Package-Relations-Item 1 0.2 %

Medium Risk 1 0.2 %

File_Encrypted-Rar-Archive 1 0.2 %

Malicious 1 0.2 %

File_Encrypted-Zip-Archive 1 0.2 %

Malicious 1 0.2 %

File_XZ-Archive 1 0.2 %

Malicious 1 0.2 %

File_Perl-Interpreted-Script 1 0.2 %

PERL/Agent.c 1 0.2 %

Total 536 100 %
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Cloud Reputation 
512 Hits (94.8%)

Anti-Malware 
23 Hits (4.3%)

Cloud Sandbox 
5 Hits (0.9%)

540
Total

Hits

Top File Types by Responding Scanner
 

Top 10 file types by responding scanner.
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Responding Scanner Hits %

Cloud Reputation 512 94.8 %

File_Zip-Archive 166 30.7 %

File_PDF 101 18.7 %

File_Microsoft-Windows-Executable 84 15.6 %

File_Rar-Archive 39 7.2 %

File_Tar-Archive 36 6.7 %

File_Type-Unknown 34 6.3 %

File_Microsoft-Excel-97-Spreadsheet 15 2.8 %

File_RTF 11 2.0 %

File_HTML 5 0.9 %

File_Microsoft-Excel-Spreadsheet 4 0.7 %

File_7z-Archive 3 0.6 %

File_JavaScript 3 0.6 %

File_ISO-9660-Disk-Image 3 0.6 %

File_XML 3 0.6 %

File_Text-US-Ascii-Text-File 1 0.2 %

File_Office-Open-XML-Package-Relations-Item 1 0.2 %

File_Encrypted-Rar-Archive 1 0.2 %

File_Encrypted-Zip-Archive 1 0.2 %

File_XZ-Archive 1 0.2 %

Anti-Malware 23 4.3 %

File_HTML 15 2.8 %

File_Zip-Archive 3 0.6 %

File_Microsoft-Excel-Spreadsheet 2 0.4 %

File_Text-US-Ascii-Text-File 2 0.4 %

File_Perl-Interpreted-Script 1 0.2 %

Cloud Sandbox 5 0.9 %

File_Microsoft-Windows-Executable 2 0.4 %

File_Text-US-Ascii-Text-File 2 0.4 %

File_PDF 1 0.2 %

Total 540 100 %
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Located 71.2 %

Virenfilterung SRC IPs
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Records by src IP Hits %

41.216.188.39  Düsseldorf, Germany 110 20.6 %

86.105.14.47  Palermo, Italy 35 6.5 %

150.129.34.243  Hong Kong 34 6.4 %

217.160.176.234  France 33 6.2 %

142.171.227.245  Los Angeles, California
90060, United States

24 4.5 %

210.247.248.69  Indonesia 16 3.0 %

103.91.187.60  India 12 2.2 %

2a00:8a60:1:12:e742:da48:4907:10f8  RWTH Aachen 11 2.1 %

192.3.179.189  Buffalo, New York 14205,
United States

10 1.9 %

152.114.194.185  Madrid, Spain 8 1.5 %

35.241.162.130  Brussels, Belgium 8 1.5 %

103.109.25.39  Indonesia 8 1.5 %

212.248.39.202  Russia 7 1.3 %

2.27.62.252  Woolwich, United Kingdom 6 1.1 %

107.172.234.42  Santa Clara, California
95052, United States

6 1.1 %

161.248.238.98  Vietnam 5 0.9 %

79.104.37.110  Russia 4 0.7 %

52.103.39.37  Marseille, France 4 0.7 %

160.250.128.153  Vietnam 4 0.7 %

217.160.204.160  Spain 4 0.7 %

149.56.130.17  Montreal, Quebec H3H ,
Canada

4 0.7 %

5.39.185.202  Gouda, The Netherlands 4 0.7 %

52.103.33.9  Amsterdam, The
Netherlands

3 0.6 %

188.40.240.227  Falkenstein, Germany 3 0.6 %

195.96.162.198  Russia 3 0.6 %

107.173.140.220  Santa Clara, California
95052, United States

3 0.6 %

52.103.32.43  Dublin, Ireland 3 0.6 %

52.103.33.25  Amsterdam, The
Netherlands

3 0.6 %

188.119.123.98  Warsaw, Poland 3 0.6 %

23.106.45.194  San Jose, California 95025,
United States

3 0.6 %

Others 154 28.8 %

Total 535 100 %
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SMTP Virus Filtering by Time
 

Top 10 file filtering situations on a timeline.
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About Forcepoint 

 
Forcepoint simplifies security for global businesses and 

governments. Forcepoint’s all-in-one, truly cloud-native platform 

makes it easy to adopt Zero Trust and prevent the theft or loss 

of sensitive data and intellectual property no matter where 

people are working. Based in Austin, Texas, Forcepoint creates 

safe, trusted environments for customers and their employees 

in more than 150 countries. Engage with Forcepoint on 

www.forcepoint.com, Twitter and LinkedIn. 

About Network Security Platform 

Forcepoint Network Security Platform enables distributed organizations 

to improve application performance, simplify network management, 

and increase security - ensuring users can safely access applications 

from anywhere. By combining NGFW, SD-WAN and intrusion 

prevention with zero-touch deployment and updating, it provides 

centralized visibility and control with high performance that scales to 

thousands of sites.  Forcepoint Network Security Platform delivers 

secure branch solutions that boost productivity, cut costs, reduce risk, 

and streamline compliance. 

For further information visit www.forcepoint.com.  
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