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Virenfilterung MXe

Others Order Invoice ref #097254367.zip

ANGEBOTSANFRAGE FUR UNSERE SEPT..

Quotation Request.rar

Paymentslip.rar

Total |
Bestellung_2537211.7z 45 3

=?UTF-87Q?EL_MUNDO_LOTER=C3=8DA.—— / Hits

Offer Nr. 35830.rar

RFQ #9647 .xIsx
INVOICE VS2025-838 AWB 1609934 ..
RFQ_MT600.rar
BANK SLIP.rar

Comprovativo de transfer

PO-329956340002025.tar QUOTATION.rar

Payment Advice.zip BOOKING PARTNER DOCS 1090.zip

T13328.pdf.Iha 5026000896124.9z
Invoice Draft ref #090925345.pdf RFQ-9260158400.js
Invoice_SOA.GZ <Name Unavailable>
20150905000.tar — —__Quotation.z
Formular.pdf shipping documents.r15
BID BID.docx Detalles y Especificaciones_del..
Lumina_ Group.rar swift_payment_confirmation.uue
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Order Invoice ref #097254367.zip 35 7.7 %
ANGEBOTSANFRAGE FUR UNSERE SEPTEMBER BESTELLUNG.gz 33 7.3 %
Quotation Request.rar 24 53 %
Paymentslip.rar 22 4.9 %
BANK SLIP.rar 16 35 %
QUOTATION.rar 15 3.3 %
BOOKING PARTNER DOCS 1090.zip 14 31 %
5026000896124.9z 13 2.9 %
RFQ-9260158400.js 10 22 %
<Name Unavailable> 10 22 %
Quotation.z 10 22 %
shipping documents.r15 9 2.0 %
Detalles y Especificaciones_del_Pedido.xlam 8 1.8 %
swift_payment_confirmation.uue 7 1.5 %
Lumina_ Group.rar 7 1.5 %
BID BID.docx 7 1.5 %
Formular.pdf 7 1.5 %
20150905000.tar 7 1.5 %
Invoice_SOA.GZ 7 1.5 %
Invoice Draft ref #090925345.pdf 6 1.3 %
T13328.pdf.lha 6 1.3 %
Payment Advice.zip 6 1.3 %
PO-329956340002025.tar 5 1.1 %
Comprovativo de transfer 5 1.1 %
RFQ_MT600.rar 5 1.1 %
INVOICE VS2025-838 AWB 1609934 8561HAWB.taz 5 1.1 %
RFQ #9647.xIsx 5 1.1 %
Offer Nr. 35830.rar 5 1.1 %
=?UTF- 4 0.9 %
_S)EQ?EL_MUNDO_LOTER=C3=8DA_DE_NAVIDAD_MADRID_ESPA=C3=9’I A.pdf

Bestellung_2537211.7z 4 0.9 %
Others 136 30.0 %
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Top File Types by Scan Result

Top 10 file types by scan result.

HTML/Phishing.abz
1 Hits (0.2%)

Exploit-GBR!1038914115A5
1 Hits (0.2%)

Exploit-GBRI2FB625AB23A6
4 Hits (0.7%)

Trojan-FUIT!MD17B1D2EA22
7 Hits (1.2%)

Exploit-GBR!23D969CE955C
8 Hits (1.4%)

Unknown
9 Hits (1.6%)

Medium Risk
60 Hits (10.6%)

High Risk

64 Hits (11.3%)

Not Available Malicious
80 Hits (14.2%) 330 Hits (58.5%)
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Malicious 330 58.5 %

File_Rar-Archive 164 291 %
File_Microsoft-Windows-Executable 44 7.8 %
File_Type-Unknown 35 6.2 %
File_Zip-Archive 26 4.6 %
File_Tar-Archive 24 4.3 %
File_JavaScript 11 20 %
File_7z-Archive 6 1.1 %
File_PDF 4 0.7 %
File_HTML 3 0.5 %
File_Text-US-Ascii-Text-File 3 0.5 %
File_ISO-9660-Disk-Image 2 0.4 %
File_Microsoft-Excel-Spreadsheet 2 0.4 %
File_LhArc-Archive 2 0.4 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.2 %
File_Microsoft-Office-Open-XML-Document 1 0.2 %
File_SVG 1 0.2 %
File_Microsoft-Excel-97-Spreadsheet 1 0.2 %
Not Available 80 14.2%
File_Zip-Archive 73 12.9 %
File_Microsoft-Excel-XLSX-Filename-Extension 5 0.9 %
File_Microsoft-Excel-Spreadsheet 1 0.2 %
File_Microsoft-Office-Open-XML-Document 1 0.2 %
High Risk 64 11.3%
File_ISO-9660-Disk-Image 35 6.2 %
File_PDF 9 1.6 %
File_Microsoft-Equation-Editor-Document 9 1.6 %
File_Rar-Archive 6 1.1 %
File_Tar-Archive 2 0.4 %
File_ACE-Archive 2 0.4 %
File_Office-Open-XML-Package-Relations-Item 1 0.2 %
Medium Risk 60 10.6 %
File_PDF 35 6.2 %
File_Office-Open-XML-Package-Relations-Item 8 1.4 %
File_XML 8 1.4 %
File_Microsoft-Windows-Executable 5 0.9 %
File_HTML 2 0.4 %
File_Zip-Archive 1 0.2 %
File_Microsoft-Excel-Spreadsheet 1 0.2 %
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Unknown
File_Zip-Archive
File_Microsoft-Office-Open-XML-Document
Exploit-GBR!23D969CE955C
File_Microsoft-Excel-Spreadsheet
Trojan-FUIT!1D17B1D2EA22
File_Rar-Archive
Exploit-GBR!2FB625AB23A6
File_Microsoft-Excel-XLSX-Filename-Extension
Exploit-GBR!1038914115A5
File_Microsoft-Excel-XLSX-Filename-Extension
HTML/Phishing.abz

File_HTML

1.6 %

1.4 %

0.2 %

1.4%

1.4 %

1.2%

1.2 %

0.7 %

0.7 %

0.2%

0.2 %

0.2%

0.2 %
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Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.
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File_Microsoft-Excel-97-Spreads.

File_SVG

File_LhArc-Archive

File_ACE-Archive

File_Microsoft-Office-Open-XML-

File_Text-US-Ascii-Text-File

File_7z-Archive

File_HTML

File_ XML

File_Office-Open-XML-Package-Re.
FiIe_Microsoft-Equation-Editor-
File_Microsoft-Excel-XLSX-Filen..

File_JavaScript

FiIe_Microsoft—ExceI—Spreadsheet

FiIe_Tar-Archive
File_Type-Unknown—— .

File_ISO-9660-Disk-Image

File_PDF

File_Microsoft-Windows-Executable

—\l

File_Rar-Archive

File_Zip-Archive
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File_Rar-Archive
Malicious
Trojan-FUIT!1D17B1D2EA22
High Risk
File_Zip-Archive
Not Available
Malicious
Unknown
Medium Risk
File_Microsoft-Windows-Executable
Malicious
Medium Risk
File_PDF
Medium Risk
High Risk
Malicious
File_ISO-9660-Disk-Image
High Risk
Malicious
File_Type-Unknown
Malicious
File_Tar-Archive
Malicious
High Risk
File_Microsoft-Excel-Spreadsheet
Exploit-GBR!23D969CE955C
Malicious
Not Available
Medium Risk
File_JavaScript
Malicious
File_Microsoft-Excel-XLSX-Filename-Extension
Not Available
Exploit-GBR!2FB625AB23A6
Malicious
Exploit-GBR!1038914115A5
File_Microsoft-Equation-Editor-Document
High Risk

File_Office-Open-XML-Package-Relations-ltem
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177

164

108

73

26

49

44

a8

35

37

35

35

35

26

24

12

11

1M

11

31.4%

2

9.1 %

1.2 %

1.1 %

19.1%

1

107 16

29 %

4.6 %

1.4 %

0.2 %

8.7%

7.8 %

0.9 %

8.5%

6.2 %

1.6 %

0.7 %

6.6 %

6.2 %

0.4 %

6.2%

6.2 %

4.6 %

4.3 %

0.4 %

2.1%

1.4 %

0.4 %

0.2 %

0.2 %

2.0%

20 %

2.0 %

0.9 %

0.7 %

0.2 %

0.2 %

1.6 %

1.6 %

1.6 %



Medium Risk 1.4 %
High Risk 0.2 %
File_XML 1.4%
Medium Risk 1.4 %
File_HTML 1.1%
Malicious 0.5 %
Medium Risk 0.4 %
HTML/Phishing.abz 0.2 %
File_7z-Archive 1.1%
Malicious 1.1 %
File_Text-US-Ascii-Text-File 0.5%
Malicious 0.5 %
File_Microsoft-Office-Open-XML-Document 0.5 %
Malicious 0.2 %
Not Available 0.2 %
Unknown 0.2 %
File_ACE-Archive 0.4 %
High Risk 0.4 %
File_LhArc-Archive 0.4%
Malicious 0.4 %
File_SVG 0.2%
Malicious 0.2 %
File_Microsoft-Excel-97-Spreadsheet 0.2%
Malicious 0.2 %
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Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Anti-Malware
21 Hits (3.7%)

Cloud Reputation
543 Hits (96.3%)

Responding Scanner Hits %
Cloud Reputation 543 96.3 %
File_Rar-Archive 170 301 %
File_Zip-Archive 108 19.1 %
File_Microsoft-Windows-Executable 49 8.7 %
File_PDF 48 8.5 %
File_ISO-9660-Disk-Image 37 6.6 %
File_Type-Unknown 35 6.2 %
File_Tar-Archive 26 4.6 %
File_JavaScript 11 2.0%
File_Microsoft-Equation-Editor-Document 9 1.6 %
File_Office-Open-XML-Package-Relations-Item 9 1.6 %
File_XML 8 14 %
File_Microsoft-Excel-XLSX-Filename-Extension 6 1.1 %
File_7z-Archive 6 1.1 %
File_HTML 5 0.9 %
File_Microsoft-Excel-Spreadsheet 4 0.7 %
File_Text-US-Ascii-Text-File 3 0.5 %
File_Microsoft-Office-Open-XML-Document 3 0.5 %
File_ACE-Archive 2 0.4 %
File_LhArc-Archive 2 0.4 %
File_SVG 1 0.2 %
File_Microsoft-Excel-97-Spreadsheet 1 0.2 %
Anti-Malware 21 3.7%
File_Microsoft-Excel-Spreadsheet 8 1.4 %
File_Rar-Archive 7 1.2 %
File_Microsoft-Excel-XLSX-Filename-Extension 5 0.9 %
File_HTML 1 0.2 %
Total 564 100 %
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Virenfilterung SRC IPs

Located 745 %
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159.138.28.141 E3 Hong Kong 78 13.8 %

213.181.219.41 = Hungary 32 5.7 %

81.19.140.75 I=I Ontario, Ontario KOJ , 25 4.4 %
Canada

192.227.244.59 ™ | os Angeles, California 24 4.3 %
90060, United States

51.81.230.167 ™ Hillsboro, Oregon 97129, 22 3.9 %
United States

192.227.246.78 == | os Angeles, California 16 2.8 %
90060, United States

23.94.82.35 = Buffalo, New York 14205, 16 2.8 %
United States

192.227.246.88 ™= Los Angeles, California 15 2.7 %
90060, United States

81.181.111.66 &= Denmark 14 2.5 %

193.24.210.134 == Germany 14 2.5 %

192.227.246.72 = | os Angeles, California 13 2.3 %
90060, United States

176.61.150.111 EE Portugal 12 21 %

187.141.69.9 B-1 Mexico 11 2.0 %

172.245.244.83 == Buffalo, New York 14205, 10 1.8 %
United States

212.11.196.191 = Syria 10 1.8 %

212.227.241.145 ™= United States 10 1.8 %

172.245.92.122 ™ | os Angeles, California 10 1.8 %
90060, United States

107.6.182.67 = Amsterdam, The 9 1.6 %
Netherlands

193.163.77.163 =m S|ovakia 9 1.6 %

103.83.90.251 = Dallas, Texas 75080, 8 1.4 %
United States

45.227.161.213 = Argentina 8 1.4 %

213.139.205.72 ™= Frankfurt am Main, 7 1.2 %
Germany

192.236.147.83 ™ United States 7 1.2 %

192.3.198.11 == Buffalo, New York 14205, 6 1.1 %
United States

104.168.151.66 ™ United States 6 1.1 %

107.172.44.133 == Buffalo, New York 14205, 6 1.1 %
United States

143.20.166.10 ™ United States 6 1.1 %

2a00:8a60:1:12:501e:5397:39bb:8bbc mm RWTH Aachen 6 1.1 %

141.98.154.202 == Karlsruhe, Germany 5 0.9 %

185.253.118.75 B Riyadh, Saudi Arabia 5 0.9 %

Others 144 255 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.

Hits / hour (average of 6 hours)

20

25

15

10

5

Sep
File_Malware-Blocked

15716
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About the FlexEdge Secure SD-WAN

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to
improve application performance, simplify network management, and
increase security— ensuring users can safely access any application from
anywhere. By combining multi-link networking and intrusion prevention with
zero-touch deployment and updating, it provides centralized visibility and
control with high performance that scales to thousands of sites. When used
with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers
true SASE and secure branch solutions that boost productivity, cut costs,
reduce risk, and streamline compliance.

For further information visit forcepoint.com/product/secure-sd-wan.

:-orcep0int About Forcepoint

forcepoint.com
Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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