Forcepoint
FlexEdge Secure SD-WAN

E-Mail Virenfilterung Server Firewall

Report period
From: 2025-11-01 00:00:00+0100
To: 2025-12-01 00:00:00+0100

rorcepoint




Report run by
jens

Secure SD-WAN Manager Console version
7.2.6, build 11590

Update version
1957

Report started
2025-12-01 09:17:48+0100

Report run time
04:20:56

Filters used
Match All

Table of Contents

Virenfilterung MXe ..o

Top File Types by Scan ReSUIt ..o

Top Scan Results by Responding Scanner

Top File Types by Responding Scanner

Virenfilterung SRC IPS i s
SMTP Virus Filtering by Time ...,

E-Mail Virenfilterung Server FirewRéport period: 2025-11-01 00:00:00+0100 to 2025-12-01 00:00:00+0100 2/15



Virenfilterung MXe

Others MT103 Swift-Copy -US..,749.00.9z
86 Hits (35.6%) 13 Hits (5.4%)

PO # AHM 3182026.9z
12 Hits (5.0%)

PO 20251418_docx.7z
10 Hits (4.1%)

New Order.docx
8 Hits (3.3%)

November invoice.docx
8 Hits (3.3%)

FedEx Receipt AWB#65679087654.9z
8 Hits (3.3%)

-
Total |
242 -

Hits

Khalda Petroleum (RFQ)10-11-025..
2 Hits (0.8%)
Purchase Order & Request FOr Qu..
2 Hits (0.8%)
Payment_Advice.shtml
2 Hits (0.8%)~
=7?is0-8859-1?Q?EL_MUNDO_LOTER=C..
2 Hits (0.8%)
708267609289.PDF.tar.gz
3 Hits (1.2%)
DHL OVERDUE ACCOUNT LETTER.PDF..
3 Hits (1.2%)
Transfer_Receipt_11142025.rar
3 Hits (1.2%)
[GLOBAL ECHO] order (P.O 03-10-..
3 Hits (1.2%)
sample catalogue_pdf.7z
3 Hits (1.2%)
October Invoice.docx
3 Hits (1.2%)

invoice.docx
7 Hits (2.9%)
New order.docx
7 Hits (2.9%)

Transfer_Receipt_11132025.rar
7 Hits (2.9%)

Order.exe

6 Hits (2.5%)

Specifications.scr

6 Hits (2.5%)
QUOTATION.zip

6 Hits (2.5%)
FB_BL_INV0232025.docx
5 Hits (2.1%)

Order Inquiry.7z

5 Hits (2.1%)

liile

new order110425.zip 900952617628982.tar.gz
3 Hits (1.2%) 4 Hits (1.7%)
attachments.zip Quotation.lzh
3 Hits (1.2%) 4 Hits (1.7%)
Transfer_Receipt_11202025.rar 900986655454661 .tar.gz
4 Hits (1.7%) 4 Hits (1.7%)
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MT103 Swift-Copy -USD334,749.00.9z 13 54 %

PO # AHM 3182026.9z 12 5.0 %
PO 20251418_docx.7z 10 4.1 %
New Order.docx 8 3.3 %
November invoice.docx 8 33 %
FedEx Receipt AWB#65679087654.9z 8 3.3 %
invoice.docx 7 29 %
New order.docx 7 2.9 %
Transfer_Receipt_11132025.rar 7 29 %
Order.exe 6 2.5 %
Specifications.scr 6 2.5 %
QUOTATION.zip 6 2.5 %
FB_BL_INV0232025.docx 5 21 %
Order Inquiry.7z 5 2.1 %
900952617628982.tar.gz 4 1.7 %
Quotation.lzh 4 1.7 %
900986655454661.tar.gz 4 1.7 %
Transfer_Receipt_11202025.rar 4 1.7 %
attachments.zip 3 1.2 %
new order110425.zip 3 1.2 %
October Invoice.docx 3 1.2 %
sample catalogue_pdf.7z 3 1.2 %
[GLOBAL ECHOQ] order (P.O 03-10-25-CH).xls 3 1.2 %
Transfer_Receipt_11142025.rar 3 1.2 %
DHL OVERDUE ACCOUNT LETTER.PDF.tar 3 1.2 %
708267609289.PDF.tar.gz 3 1.2 %
=7i50-8859-17Q?7EL_MUNDO_LOTER=CDA_DE_NAVIDAD.pdf?= 2 0.8 %
Payment_Advice.shtml 2 0.8 %
Purchase Order & Request FOr Quotation_xls.img 2 0.8 %
Khalda Petroleum (RFQ)10-11-025.7z 2 0.8 %
Others 86 355 %
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Top File Types by Scan Result

Top 10 file types by scan result.

Medium Risk
7 Hits (2.3%)

/—
High Risk

14 Hits (4.5%)

Not Available
52 Hits (16.8%)

Malicious
237 Hits (76.5%)
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Malicious 237 76.5%
File_Rar-Archive 56 18.1 %
File_Microsoft-Windows-Executable 50 16.1 %
File_Zip-Archive 31 10.0 %
File_Type-Unknown 24 7.7 %
File_RTF 23 7.4 %
File_7z-Archive 19 6.1 %
File_Valve-Steam-Data 10 32 %
File_Microsoft-Excel-97-Spreadsheet 6 1.9 %
File_Tar-Archive 5 1.6 %
File_ISO-9660-Disk-Image 5 1.6 %
File_HTML 4 1.3 %
File_Text-US-Ascii-Text-File 3 1.0 %
File_Microsoft-Office-Open-XML-Document 1 0.3 %

Not Available 52 16.8 %
File_Zip-Archive 50 16.1 %
File_Microsoft-Office-Open-XML-Document 2 0.6 %

High Risk 14 4.5%
File_Valve-Steam-Data 3 1.0 %
File_Zip-Archive 2 0.6 %
File_Type-Unknown 2 0.6 %
File_HTML 2 0.6 %
File_LhArc-Archive 2 0.6 %
File_Rar-Archive 1 0.3 %
File_Microsoft-Windows-Executable 1 0.3 %
File_Office-Open-XML-Package-Relations-Item 1 0.3 %

Medium Risk 7 2.3%
File_PDF 4 1.3 %
File_Office-Open-XML-Package-Relations-Item 2 0.6 %
File_Office-Open-XML-Application-Properties-Part 1 0.3 %

E-Mail Virenfilterung Server FirewRéport period: 2025-11-01 00:00:00+0100 to 2025-12-01 00:00:00+0100 6 /15



Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.
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File_Office-Open-XML-Applicatio..

1 Hits (0.3%)
File_LhArc-Archive

2 Hits (0.6%)
File_Microsoft-Office-Open-XML-..
3 Hits (1.0%)

File_Text-US-Ascii-Text-File
3 Hits (1.0%)

File_Office-Open-XML-Package-Re..
3 Hits (1.0%)

File_PDF
4 Hits (1.3%)

File_ISO-9660-Disk-Image
5 Hits (1.6%)

File_Tar-Archive

5 Hits (1.6%)

N\
File_Microsoft-Excel-97-Spreads.. |
6 Hits (1.9%) /
File_ HTML
6 Hits (1.9%)
File_Valve-Steam-Data
13 Hits (4.2%) / Total

File_7z-Archive
19 Hits (6.1%)

File_RTF
23 Hits (7.4%)

File_Type-Unknown
26 Hits (8.4%)

310

Hits

File_Microsoft-Windows-Executable
51 Hits (16.5%)

File_Zip-Archive
83 Hits (26.8%)

File_Rar-Archive
57 Hits (18.4%)
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File_Zip-Archive
Not Available
Malicious
High Risk
File_Rar-Archive
Malicious
High Risk
File_Microsoft-Windows-Executable
Malicious
High Risk
File_Type-Unknown
Malicious
High Risk
File_RTF
Malicious
File_7z-Archive
Malicious
File_Valve-Steam-Data
Malicious
High Risk
File_HTML
Malicious
High Risk
File_Microsoft-Excel-97-Spreadsheet
Malicious
File_Tar-Archive
Malicious
File_ISO-9660-Disk-Image
Malicious
File_PDF

Medium Risk

File_Office-Open-XML-Package-Relations-Item

Medium Risk
High Risk
File_Text-US-Ascii-Text-File

Malicious

File_Microsoft-Office-Open-XML-Document

Not Available

Malicious
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83

50

31

57

56

51

50

26

24

23

23

19

19

13

10

26.8%

16.1 %

10.0 %

0.6 %

18.4%

18.1 %

0.3 %

16.5%

16.1 %

0.3 %

8.4%

7.7 %

0.6 %

7.4%

7.4 %

6.1%

6.1 %

4.2%

32 %

1.0 %

1.9%

1.3 %

0.6 %

1.9%

1.9 %

1.6 %

1.6 %

1.6 %

1.6 %

1.3%

1.3 %

1.0%

0.6 %

0.3 %

1.0 %

1.0 %

1.0%

0.6 %

0.3 %
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Responding Scanner Hits %

File_LhArc-Archive 2 0.6 %
High Risk 2 0.6 %
File_Office-Open-XML-Application-Properties-Part 1 0.3%
Medium Risk 1 0.3 %
Total 310 100 %
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Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Cloud Reputation
310 Hits (100.0%)

Total
310
Hits

Responding Scanner Hits %
Cloud Reputation 310 100.0 %
File_Zip-Archive 83 26.8 %
File_Rar-Archive 57 18.4 %
File_Microsoft-Windows-Executable 51 16.5 %
File_Type-Unknown 26 8.4 %
File_RTF 23 7.4 %
File_7z-Archive 19 6.1 %
File_Valve-Steam-Data 13 4.2 %
File_HTML 6 1.9 %
File_Microsoft-Excel-97-Spreadsheet 6 1.9 %
File_Tar-Archive 5 1.6 %
File_ISO-9660-Disk-Image 5 1.6 %
File_PDF 4 1.3 %
File_Office-Open-XML-Package-Relations-Item 3 1.0 %
File_Text-US-Ascii-Text-File 3 1.0 %
File_Microsoft-Office-Open-XML-Document 3 1.0 %
File_LhArc-Archive 2 0.6 %
File_Office-Open-XML-Application-Properties-Part 1 0.3 %
Total 310 100 %
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Virenfilterung SRC IPs

Located 700 %
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103.109.25.34 ™ Indonesia 26 8.4 %
74.208.135.212 ™ United States 17 55 %
195.168.44.2 =n Bratislava, Slovakia 16 52 %
51.210.221.204 B 1 France 14 4.5 %
171.33.153.22 B 1 France 14 4.5 %
49.236.198.178 = Malaysia 12 3.9 %
203.200.188.6 — India 10 3.2%
80.67.18.52 == Germany 10 3.2 %
192.227.206.131 = Dallas, Texas 75270, 10 3.2 %
United States
185.106.102.19 = Limassol, Cyprus 6 1.9 %
69.16.242.208 ™ United States 6 1.9 %
80.67.18.21 == Germany 5 1.6 %
62.146.106.25 == Nuremberg, Germany 5 1.6 %
85.13.154.96 == Germany 5 1.6 %
216.225.193.185 ™ United States 5 1.6 %
109.226.229.67 == Krasnoyarsk, Russia 5 1.6 %
80.67.18.9 == Germany 5 1.6 %
146.59.56.41 11 France 4 1.3 %
75.127.4.40 ™ Buffalo, New York 14205, 4 1.3 %
United States
104.233.154.96 = United States 4 1.3 %
46.4.69.158 ™= Falkenstein, Germany 4 1.3 %
192.119.110.177 = United States 4 1.3 %
143.20.166.122 ™= United States 4 1.3 %
89.45.194.41 B8 Romania 4 1.3 %
40.107.130.21 B 1 Marseille, France 4 1.3 %
203.188.252.24 Bl Dhaka, Bangladesh 3 1.0 %
80.67.18.23 == Germany 3 1.0 %
54.36.123.42 11 France 3 1.0 %
89.252.130.60 Turkiye 3 1.0 %
180.178.104.145 ™= Indonesia 2 0.6 %
Others 93 30.0 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.

Hits / hour (average of 6 hours)

25

20

15

10

5

Nov
File_Malware-Blocked

14 715
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About the FlexEdge Secure SD-WAN

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to
improve application performance, simplify network management, and
increase security— ensuring users can safely access any application from
anywhere. By combining multi-link networking and intrusion prevention with
zero-touch deployment and updating, it provides centralized visibility and
control with high performance that scales to thousands of sites. When used
with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers
true SASE and secure branch solutions that boost productivity, cut costs,
reduce risk, and streamline compliance.

For further information visit forcepoint.com/product/secure-sd-wan.

:-orcep0int About Forcepoint

forcepoint.com
Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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