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Virenfilterung MXe

Others
69 Hits (30.9%)

Purchase Order.rar

2 Hits (0.9%)

intruder.tar.bz2

2 Hits (0.9%)
UAE_AMMT_YMFOS-17033DDB.zip
2 Hits (0.9%)
iope0.016818474111424786.zip

2 Hits (0.9%)

SF EXPRESS SHIPMENT CONFIRMATIO..
3 Hits (1.3%)

Pl Payment Notice TT SWIFT.js.xz

3 Hits (1.3%)

PO 1000138525 - 0061-26-EL-Q.rar
3 Hits (1.3%)

Purchase_Order_No. BMSPO1143.docx
3 Hits (1.3%)
MIC_Receipt_Original2_BB-26T_00..
3 Hits (1.3%)

Detailed List.zip

3 Hits (1.3%)
0071000991402_032026.9z

3 Hits (1.3%)

Bank details.zip

4 Hits (1.8%)
CopiaDelPagamento14042026.tar
4 Hits (1.8%)

Request For Quotation.rar

4 Hits (1.8%)

Logininfo.pdf.gz

4 Hits (1.8%)
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/

RFQ AR2625700.rar
12 Hits (5.4%)

=?utf-87q7RFQ=2Ehtml?=
11 Hits (4.9%)

Inquiry List.zip
———10 Hits (4.5%)

RFQ6098434.docx
10 Hits (4.5%)

Safe Dispose.xIsx
9 Hits (4.0%)

Sales Order - Order Confrimatio..
7 Hits (3.1%)

Total

224

Hits

SQA528497-VEETECH.bz
6 Hits (2.7%)
TT-Kopie..,937.36 USD, INV - 1..
6 Hits (2.7%)

Quotation request.rar

6 Hits (2.7%)
Alwafaagroup Invoice.zip
6 Hits (2.7%)

specific requirements.zip
6 Hits (2.7%)
MP2026-0427.rar

6 Hits (2.7%)

%_I

154.034-068-26 Approval Letter...
5 Hits (2.2%)

dliman.exe.zip
5 Hits (2.2%)

Remittance Report.html
5 Hits (2.2%)
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RFQ AR2625700.rar 12 5.4 %
=?7utf-8?q?RFQ=2Ehtml?= 11 4.9 %
Inquiry List.zip 10 4.5 %
RFQ6098434.docx 10 4.5 %
Safe Dispose.xlsx 9 4.0 %
Sales Order - Order Confrimation PR 14063130878526 - 0061-26-EXL- 7 3.1 %
Q_pdf.txz

SQA528497-VEETECH.bz 6 2.7 %
TT-Kopie - 33,937.36 USD, INV - 152005851.xls 6 2.7 %
Quotation request.rar 6 2.7 %
Alwafaagroup Invoice.zip 6 2.7 %
specific requirements.zip 6 2.7 %
MP2026-0427.rar 6 2.7 %
154.034-068-26 Approval Letter.pdf 5 22 %
dliman.exe.zip 5 2.2 %
Remittance Report.html 5 22 %
Logininfo.pdf.gz 4 1.8 %
Request For Quotation.rar 4 1.8 %
CopiaDelPagamento14042026.tar 4 1.8 %
Bank details.zip 4 1.8 %
0071000991402_032026.9z 3 1.3 %
Detailed List.zip 3 1.3 %
MIC_Receipt_Original2_BB-26T_0037275_9187210163_22042026.pdf.gz 3 1.3 %
Purchase_Order_No. BMSPO1143.docx 3 1.3 %
PO 1000138525 - 0061-26-EL-Q.rar 3 1.3 %
Pl Payment Notice TT SWIFT.js.xz 3 1.3 %
SF EXPRESS SHIPMENT CONFIRMATION.PDF.gz 3 1.3 %
iope0.016818474111424786.zip 2 0.9 %
UAE_AMMT_YMFOS-17033DDB.zip 2 0.9 %
intruder.tar.bz2 2 0.9 %
Purchase Order.rar 2 0.9 %
Others 69 30.8 %
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Top File Types by Scan Result

Top 10 file types by scan result.
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GenericRXVQ-NQ!B3423329B6C2
W32/Sdbot.worm.h
W32/Sdbot.k.gen
HTML/Phishing.afy

JS/Downloader.kt

IRC/Generic Flooder
GenericRXUL-YCI23EAC694F631
W32/Mydoom.o.o@MM!zip

Exploit-MIME.gen.a

Adware-KeenValue.i

VBS/Soraci

Linux/Rst.b

Perl/Shellbot /

Linux/Mechbot.a
GenericRXSM-NK!64929C582647
Unknown

HTML/Phishing.agd

Medium Risk

Not Available

High Risk

\

P

Malicious
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Malicious 133 51.2%

File_Zip-Archive 35 13.5 %
File_Rar-Archive 32 12.3 %
File_Microsoft-Windows-Executable 25 9.6 %
File_Type-Unknown 13 5.0 %
File_Microsoft-Excel-97-Spreadsheet 5 1.9 %
File_Tar-Archive 5 1.9 %
File_JavaScript 5 1.9 %
File_RTF 3 1.2 %
File_XZ-Archive 3 1.2 %
File_HTML 2 0.8 %
File_Office-Open-XML-Package-Relations-Item 1 0.4 %
File_Text-US-Ascii-Text-File 1 0.4 %
File_Perl-Interpreted-Script 1 0.4 %
File_7z-Archive 1 0.4 %
File_ELF-Executable 1 0.4 %
High Risk 36 13.8%
File_Rar-Archive 10 3.8 %
File_XML 9 3.5 %
File_PDF 7 2.7 %
File_Zip-Archive 3 1.2 %
File_Microsoft-Windows-Executable 3 1.2 %
File_RTF 1 0.4 %
File_Office-Open-XML-Package-Relations-Item 1 0.4 %
File_Text-US-Ascii-Text-File 1 0.4 %
File_Microsoft-Cabinet-Archive 1 0.4 %
Not Available 27 10.4 %
File_Zip-Archive 18 6.9 %
File_Microsoft-Excel-XLSX-Filename-Extension 9 3.5 %
Medium Risk 25 9.6 %
File_Encrypted-Rar-Archive 12 4.6 %
File_Microsoft-Excel-97-Spreadsheet 6 2.3 %
File_PDF 3 1.2 %
File_Zip-Archive 1 0.4 %
File_Microsoft-Windows-Executable 1 0.4 %
File_Type-Unknown 1 0.4 %
File_Office-Open-XML-Package-Relations-Item 1 0.4 %
HTML/Phishing.agd 11 4.2%
File_HTML 11 4.2 %
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Unknown

File_Zip-Archive

File_Microsoft-Excel-XLSX-Filename-Extension

GenericRXSM-NK!64929C582647

File_Zip-Archive
Linux/Mechbot.a

File_Gzip-Compressed
Perl/Shellbot

File_Text-US-Ascii-Text-File

File_Perl-Interpreted-Script
Linux/Rst.b

File_BZip2-Compressed
VBS/Soraci

File_Gzip-Compressed

File_PGP-Message
Adware-KeenValue.i

File_Microsoft-Windows-Executable
Exploit-MIME.gen.a

File_HTML
W32/Mydoom.o.o@MM!zip

File_Zip-Archive
GenericRXUL-YC!23EAC694F631

File_Microsoft-Windows-Executable
IRC/Generic Flooder

File_Gzip-Compressed
JS/Downloader.kt

File_HTML
HTML/Phishing.afy

File_HTML
W32/Sdbot.k.gen

File_Rar-Archive
W32/Sdbot.worm.h

File_Gzip-Compressed
GenericRXVQ-NQ!B3423329B6C2

File_Microsoft-Windows-Executable

1.9%

1.5 %

0.4 %

1.5%

1.5 %

1.2%

1.2 %

0.8 %

0.4 %

0.4 %

0.8 %

0.8 %

0.8 %

0.4 %

0.4 %

0.4%

0.4 %

0.4%

0.4 %

0.4%

0.4 %

0.4%

0.4 %

0.4%

0.4 %

0.4%

0.4 %

0.4%

0.4 %

0.4%

0.4 %

0.4%

0.4 %

0.4%

0.4 %
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Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.
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File_ELF-Executable File_Zip-Archive

File_7z-Archive

File_Microsoft-Cabinet-Archive

File_PGP-Message

File_Perl-Interpreted-Script

File_BZip2-Compressed

File_XZ-Archive

File_Text-US-Ascii-Text-File

File_Office-Open-XML-Package-Re.

File_RTF,

File_JavaScript

File_Tar-Archive \

—
File_Gzip-Compressed —

File_XML

File_Microsoft-Excel-XLSX-Filen..

File_PDF __ -

Total

260

Hits

=

File_Microsoft-Excel-97-Spreads..

File_Encrypted-Rar-Archive File_Rar-Archive

File_Type-Unknown

File_ HTML File_Microsoft-Windows-Executable

E-Mail Virenfilterung Server FirewRéport period:2026-04-01 00:00:00+0200 to 2026-05-01 00:00:00+0200 10 /7 18



File_Zip-Archive

Malicious

Not Available

Unknown

GenericRXSM-NK164929C582647

High Risk

Medium Risk

W32/Mydoom.o.o@MM!zip
File_Rar-Archive

Malicious

High Risk

W32/Sdbot.k.gen
File_Microsoft-Windows-Executable

Malicious

High Risk

Medium Risk

Adware-KeenValue.i

GenericRXUL-YCI23EAC694F631

GenericRXVQ-NQ!B3423329B6C2
File_HTML

HTML/Phishing.agd

Malicious

Exploit-MIME.gen.a

JS/Downloader .kt

HTML/Phishing.afy
File_Type-Unknown

Malicious

Medium Risk
File_Encrypted-Rar-Archive

Medium Risk
File_Microsoft-Excel-97-Spreadsheet

Medium Risk

Malicious
File_PDF

High Risk

Medium Risk
File_Microsoft-Excel-XLSX-Filename-Extension

Not Available

Unknown
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66

35

18

43

32

10

32

25

16

11

14

13

12

12

11

25.4%

13.5 %

6.9 %

1.5 %

1.5 %

1.2 %

0.4 %

0.4 %

16.5 %

12.3 %

3.8 %

0.4 %

12.3%

9.6 %

1.2 %

0.4 %

0.4 %

0.4 %

0.4 %

6.2%

4.2 %

0.8 %

0.4 %

0.4 %

0.4 %

5.4%

5.0 %

0.4 %

4.6 %

4.6 %

4.2%

23 %

1.9 %

3.8%

2.7 %

1.2 %

3.8%

35 %

0.4 %
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File_XML 3.5%
High Risk 3.5 %
File_Gzip-Compressed 2.3%
Linux/Mechbot.a 1.2 %
VBS/Soraci 0.4 %
IRC/Generic Flooder 0.4 %
W32/Sdbot.worm.h 0.4 %
File_Tar-Archive 1.9 %
Malicious 1.9 %
File_JavaScript 1.9%
Malicious 1.9 %
File_RTF 1.5%
Malicious 1.2 %
High Risk 0.4 %
File_Office-Open-XML-Package-Relations-Item 1.2%
Malicious 0.4 %
High Risk 0.4 %
Medium Risk 0.4 %
File_Text-US-Ascii-Text-File 1.2%
Malicious 0.4 %
High Risk 0.4 %
Perl/Shellbot 0.4 %
File_XZ-Archive 1.2%
Malicious 1.2 %
File_BZip2-Compressed 0.8 %
Linux/Rst.b 0.8 %
File_Perl-Interpreted-Script 0.8%
Malicious 0.4 %
Perl/Shellbot 0.4 %
File_PGP-Message 0.4 %
VBS/Soraci 0.4 %
File_Microsoft-Cabinet-Archive 0.4%
High Risk 0.4 %
File_7z-Archive 0.4 %
Malicious 0.4 %
File_ELF-Executable 0.4%
Malicious 0.4 %
E-Mail Virenfilterung Server FirewRéport period:2026-04-01 00:00:00+0200 to 2026-05-01 00:00:00+0200 12 /18



Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Anti-Malware
34 Hits (13.1%) ———

—_—

Cloud Reputation
226 Hits (86.9%)
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Cloud Reputation 226 86.9 %

File_Zip-Archive 61 235 %
File_Rar-Archive 42 16.2 %
File_Microsoft-Windows-Executable 29 11.2 %
File_Type-Unknown 14 5.4 %
File_Encrypted-Rar-Archive 12 4.6 %
File_Microsoft-Excel-97-Spreadsheet 11 4.2 %
File_PDF 10 3.8 %
File_Microsoft-Excel-XLSX-Filename-Extension 10 3.8 %
File_XML 9 3.5 %
File_Tar-Archive 5 1.9 %
File_JavaScript 5 1.9 %
File_RTF 4 1.5 %
File_Office-Open-XML-Package-Relations-Item 3 1.2 %
File_XZ-Archive 3 1.2 %
File_HTML 2 0.8 %
File_Text-US-Ascii-Text-File 2 0.8 %
File_Perl-Interpreted-Script 1 0.4 %
File_Microsoft-Cabinet-Archive 1 0.4 %
File_7z-Archive 1 0.4 %
File_ELF-Executable 1 0.4 %
Anti-Malware 34 13.1%
File_HTML 14 54 %
File_Gzip-Compressed 6 23 %
File_Zip-Archive 5 1.9 %
File_Microsoft-Windows-Executable 3 1.2 %
File_BZip2-Compressed 2 0.8 %
File_Rar-Archive 1 0.4 %
File_Text-US-Ascii-Text-File 1 0.4 %
File_Perl-Interpreted-Script 1 0.4 %
File_PGP-Message 1 0.4 %
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Virenfilterung SRC IPs

Located 823%
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2a00:8a60:1:11::1000 mwH RWTH Aachen 28 10.8 %

2a00:8a60:1:12:e742:da48:4907:10f8 #m RWTH Aachen 23 8.8 %

43.252.214.74 == Malaysia 17 6.5 %

65.21.212.88 # Helsinki, Finland 12 4.6 %

23.94.68.45 = Buffalo, New York 14205, 12 4.6 %
United States

34.139.188.172 ™ North Charleston, South 11 4.2 %
Carolina 29415, United States

66.181.51.16 ™= United States 10 3.8 %

142.171.227.13 ™= Los Angeles, California 10 3.8 %
90060, United States

102.23.132.38 &= Eswatini 7 2.7 %

107.172.45.246 = Buffalo, New York 14205, 7 2.7 %
United States

173.208.53.208 £ Slough, United Kingdom 6 2.3 %

135.125.128.111 B 1 France 6 23 %

212.248.39.202 == Russia 6 2.3 %

176.100.36.189 ™= Frankfurt am Main, 6 23 %
Germany

103.109.25.39 ™= Indonesia 5 1.9 %

205.220.189.67 = United States 4 1.5 %

205.220.189.75 = United States 4 1.5 %

195.184.233.89 — Halfweg, The Netherlands 4 1.5 %

43.241.70.6 = India 4 1.5 %

209.68.6.94 == Pittsburgh, Pennsylvania 4 1.5 %
15212, United States

205.220.189.76 == United States 4 1.5 %

103.82.241.40 ™= Indonesia 3 1.2 %

103.82.242.245 ™ Indonesia 3 1.2 %

23.95.186.198 ™ Buffalo, New York 14205, 3 1.2 %
United States

88.99.72.78 ™= Falkenstein, Germany 3 1.2 %

107.173.42.105 ™ Buffalo, New York 14205, 3 1.2 %
United States

91.193.19.98 ™= Seattle, Washington 3 1.2 %
98160, United States

190.202.84.84 == \/enezuela 2 0.8 %

185.39.221.48 == Germany 2 0.8 %

195.63.103.234 == Berlin, Germany 2 0.8 %

Others 46 17.7 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.

Hits / hour (average of 6 hours)

25

20

15

10

5

Apr
File_Malware-Blocked

17718
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About Network Security Platform

Forcepoint Network Security Platform enables distributed organizations
to improve application performance, simplify network management,
and increase security - ensuring users can safely access applications
from anywhere. By combining NGFW, SD-WAN and intrusion
prevention with zero-touch deployment and updating, it provides
centralized visibility and control with high performance that scales to
thousands of sites. Forcepoint Network Security Platform delivers
secure branch solutions that boost productivity, cut costs, reduce risk,
and streamline compliance.

For further information visit www.forcepoint.com.

:-orcePOint About Forcepoint

Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and Linkedin.
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All other trademarks used in this document are the property of their respective owners.




