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Angebotsanfrage.img 

FF&E 02. Angebot fur dringende ..PO #S149102025.xlsx 

Quote 09052022-008.xlsx 

TERDEX RFQ #IND21840128.xlsx 

EURO_235K_TTPAYMENT.docx 

DOC571224-18122025114468.js 

quotation.xlsx 

RFQ KZ710-003899020917.rar 

Zahlung.rar 

Vertragsdokument.PDF.uue 

payment.rar 

Datos bancarios.rar 

Contract Invoice Approval.pdf 

Justificante-Santander-Confirmi..

Template.pdf 

<Name Unavailable> 

Quote 09052022.xlsx 

Remitance Division.pdf 

AWB#5305323204643.rar 

Request for Quotes-ZTP90A205 & ..

PO-000172483.docx 

SHIPMENT DOCUMENTS.com.xz 

New Order 21654 P.O 2025-035197..

DB3X2TG91.xls 

RRIPL Company Profile 2025.zip 

justificante de transferencia09..

RFQ-JC25-#595837.xlsx 

Fiyat teklifi.docx 

new order.7z 

Others 

1.29k
Total

Hits
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Records by file name Hits %

Angebotsanfrage.img 306 23.8 %

FF&E 02. Angebot fur dringende Lieferung 03.03.2025.gz 244 19.0 %

PO #S149102025.xlsx 202 15.7 %

Quote 09052022-008.xlsx 70 5.4 %

TERDEX RFQ #IND21840128.xlsx 70 5.4 %

EURO_235K_TTPAYMENT.docx 39 3.0 %

DOC571224-18122025114468.js 35 2.7 %

quotation.xlsx 32 2.5 %

RFQ KZ710-003899020917.rar 16 1.2 %

Zahlung.rar 16 1.2 %

Vertragsdokument.PDF.uue 14 1.1 %

payment.rar 13 1.0 %

Datos bancarios.rar 9 0.7 %

Contract Invoice Approval.pdf 7 0.5 %

Justificante-Santander-Confirming-F8ncvg-23347655654560909.rar 7 0.5 %

Template.pdf 7 0.5 %

<Name Unavailable> 6 0.5 %

Quote 09052022.xlsx 6 0.5 %

Remitance Division.pdf 6 0.5 %

AWB#5305323204643.rar 5 0.4 %

Request for Quotes-ZTP90A205 & Availability.rar 5 0.4 %

PO-000172483.docx 5 0.4 %

SHIPMENT DOCUMENTS.com.xz 5 0.4 %

New Order 21654 P.O 2025-035197.rar 5 0.4 %

DB3X2TG91.xls 4 0.3 %

RRIPL Company Profile 2025.zip 4 0.3 %

justificante de transferencia09454545.rar 4 0.3 %

RFQ-JC25-#595837.xlsx 4 0.3 %

Fiyat teklifi.docx 4 0.3 %

new order.7z 4 0.3 %

Others 132 10.3 %

Total 1.29k 100 %
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Malicious 
504 Hits (29.3%)

Not Available 
416 Hits (24.2%)

High Risk 
401 Hits (23.3%)

Medium Risk 
372 Hits (21.6%)

Exploit-GBR!CCB1965B6D7F 
7 Hits (0.4%)

Unknown 
6 Hits (0.3%)

Exploit-GBR!0F31E39886BE 
3 Hits (0.2%)

JS/Downloader.cs 
3 Hits (0.2%)

GenericRXJB-HQ!C9B94328B48F 
2 Hits (0.1%)

Fareit.gen.a 
2 Hits (0.1%)

Exploit-GBR!AAAA15E1606A 
1 Hits (0.1%)

PDF/Phishing!1FD6BE2BD726 
1 Hits (0.1%)

HTML/Phishing.rb 
1 Hits (0.1%)

Exploit-GBR!1212725AE1F5 
1 Hits (0.1%)

1.72k
Total

Hits

Top File Types by Scan Result
 

Top 10 file types by scan result.
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Scan Result Hits %

Malicious 504 29.3 %

File_Type-Unknown 246 14.3 %

File_Rar-Archive 123 7.2 %

File_JavaScript 35 2.0 %

File_Zip-Archive 20 1.2 %

File_Microsoft-Excel-97-Spreadsheet 17 1.0 %

File_PDF 13 0.8 %

File_Microsoft-Windows-Executable 13 0.8 %

File_Microsoft-Excel-XLSX-Filename-Extension 6 0.3 %

File_ISO-9660-Disk-Image 6 0.3 %

File_7z-Archive 6 0.3 %

File_RTF 5 0.3 %

File_XZ-Archive 5 0.3 %

File_Text-US-Ascii-Text-File 3 0.2 %

File_HTML 2 0.1 %

File_LhArc-Archive 2 0.1 %

File_Microsoft-Cabinet-Archive 1 0.1 %

File_Microsoft-OLE 1 0.1 %

Not Available 416 24.2 %

File_Microsoft-Excel-XLSX-Filename-Extension 364 21.2 %

File_Zip-Archive 52 3.0 %

High Risk 401 23.3 %

File_ISO-9660-Disk-Image 312 18.1 %

File_RTF 39 2.3 %

File_Microsoft-Equation-Editor-Document 24 1.4 %

File_PDF 9 0.5 %

File_Rar-Archive 8 0.5 %

File_Zip-Archive 5 0.3 %

File_Microsoft-Windows-Executable 1 0.1 %

File_HTML 1 0.1 %

File_7z-Archive 1 0.1 %

File_LhArc-Archive 1 0.1 %

Medium Risk 372 21.6 %

File_XML 341 19.8 %

File_PDF 11 0.6 %

File_Zip-Archive 7 0.4 %

File_Microsoft-Excel-XLSX-Filename-Extension 5 0.3 %

File_HTML 4 0.2 %

File_Microsoft-Windows-Executable 2 0.1 %
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Scan Result Hits %

File_Type-Unknown 1 0.1 %

File_Office-Open-XML-Application-Properties-Part 1 0.1 %

Exploit-GBR!CCB1965B6D7F 7 0.4 %

File_Microsoft-Excel-XLSX-Filename-Extension 7 0.4 %

Unknown 6 0.3 %

File_Zip-Archive 5 0.3 %

File_Microsoft-Office-Open-XML-Document 1 0.1 %

Exploit-GBR!0F31E39886BE 3 0.2 %

File_Microsoft-Excel-XLSX-Filename-Extension 3 0.2 %

JS/Downloader.cs 3 0.2 %

File_PDF 3 0.2 %

GenericRXJB-HQ!C9B94328B48F 2 0.1 %

File_Zip-Archive 2 0.1 %

Fareit.gen.a 2 0.1 %

File_ACE-Archive 2 0.1 %

Exploit-GBR!AAAA15E1606A 1 0.1 %

File_Microsoft-Excel-XLSX-Filename-Extension 1 0.1 %

PDF/Phishing!1FD6BE2BD726 1 0.1 %

File_PDF 1 0.1 %

HTML/Phishing.rb 1 0.1 %

File_HTML 1 0.1 %

Exploit-GBR!1212725AE1F5 1 0.1 %

File_Microsoft-Excel-XLSX-Filename-Extension 1 0.1 %

Total 1.72k 100 %
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Top Scan Results by Responding Scanner
 

Top 10 file filtering scan results by responding scanner.
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File_Microsoft-Excel-XLSX-Filen..

File_XML File_ISO-9660-Disk-Image 

File_Type-Unknown 

File_Rar-Archive 

File_Zip-Archive 

File_RTF 

File_PDF 

File_JavaScript 

File_Microsoft-Equation-Editor-..

File_Microsoft-Excel-97-Spreads..

File_Microsoft-Windows-Executable 

File_HTML 

File_7z-Archive 

File_XZ-Archive 

File_Text-US-Ascii-Text-File 

File_LhArc-Archive 

File_ACE-Archive 

File_Microsoft-Cabinet-Archive 

File_Microsoft-OLE 

File_Office-Open-XML-Applicatio..

File_Microsoft-Office-Open-XML-..

1.72k
Total

Hits
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Responding Scanner Hits %

File_Microsoft-Excel-XLSX-Filename-Extension 387 22.5 %

Not Available 364 21.2 %

Exploit-GBR!CCB1965B6D7F 7 0.4 %

Malicious 6 0.3 %

Medium Risk 5 0.3 %

Exploit-GBR!0F31E39886BE 3 0.2 %

Exploit-GBR!AAAA15E1606A 1 0.1 %

Exploit-GBR!1212725AE1F5 1 0.1 %

File_XML 341 19.8 %

Medium Risk 341 19.8 %

File_ISO-9660-Disk-Image 318 18.5 %

High Risk 312 18.1 %

Malicious 6 0.3 %

File_Type-Unknown 247 14.4 %

Malicious 246 14.3 %

Medium Risk 1 0.1 %

File_Rar-Archive 131 7.6 %

Malicious 123 7.2 %

High Risk 8 0.5 %

File_Zip-Archive 91 5.3 %

Not Available 52 3.0 %

Malicious 20 1.2 %

Medium Risk 7 0.4 %

High Risk 5 0.3 %

Unknown 5 0.3 %

GenericRXJB-HQ!C9B94328B48F 2 0.1 %

File_RTF 44 2.6 %

High Risk 39 2.3 %

Malicious 5 0.3 %

File_PDF 37 2.2 %

Malicious 13 0.8 %

Medium Risk 11 0.6 %

High Risk 9 0.5 %

JS/Downloader.cs 3 0.2 %

PDF/Phishing!1FD6BE2BD726 1 0.1 %

File_JavaScript 35 2.0 %

Malicious 35 2.0 %

File_Microsoft-Equation-Editor-Document 24 1.4 %

High Risk 24 1.4 %
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Responding Scanner Hits %

File_Microsoft-Excel-97-Spreadsheet 17 1.0 %

Malicious 17 1.0 %

File_Microsoft-Windows-Executable 16 0.9 %

Malicious 13 0.8 %

Medium Risk 2 0.1 %

High Risk 1 0.1 %

File_HTML 8 0.5 %

Medium Risk 4 0.2 %

Malicious 2 0.1 %

High Risk 1 0.1 %

HTML/Phishing.rb 1 0.1 %

File_7z-Archive 7 0.4 %

Malicious 6 0.3 %

High Risk 1 0.1 %

File_XZ-Archive 5 0.3 %

Malicious 5 0.3 %

File_Text-US-Ascii-Text-File 3 0.2 %

Malicious 3 0.2 %

File_LhArc-Archive 3 0.2 %

Malicious 2 0.1 %

High Risk 1 0.1 %

File_ACE-Archive 2 0.1 %

Fareit.gen.a 2 0.1 %

File_Microsoft-Cabinet-Archive 1 0.1 %

Malicious 1 0.1 %

File_Microsoft-OLE 1 0.1 %

Malicious 1 0.1 %

File_Office-Open-XML-Application-Properties-Part 1 0.1 %

Medium Risk 1 0.1 %

File_Microsoft-Office-Open-XML-Document 1 0.1 %

Unknown 1 0.1 %

Total 1.72k 100 %
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Cloud Reputation 
1.70k Hits (98.8%)

Anti-Malware 
21 Hits (1.2%)

1.72k
Total

Hits

Top File Types by Responding Scanner
 

Top 10 file types by responding scanner.
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Responding Scanner Hits %

Cloud Reputation 1.70k 98.8 %

File_Microsoft-Excel-XLSX-Filename-Extension 375 21.8 %

File_XML 341 19.8 %

File_ISO-9660-Disk-Image 318 18.5 %

File_Type-Unknown 247 14.4 %

File_Rar-Archive 131 7.6 %

File_Zip-Archive 89 5.2 %

File_RTF 44 2.6 %

File_JavaScript 35 2.0 %

File_PDF 33 1.9 %

File_Microsoft-Equation-Editor-Document 24 1.4 %

File_Microsoft-Excel-97-Spreadsheet 17 1.0 %

File_Microsoft-Windows-Executable 16 0.9 %

File_HTML 7 0.4 %

File_7z-Archive 7 0.4 %

File_XZ-Archive 5 0.3 %

File_Text-US-Ascii-Text-File 3 0.2 %

File_LhArc-Archive 3 0.2 %

File_Microsoft-Cabinet-Archive 1 0.1 %

File_Microsoft-OLE 1 0.1 %

File_Office-Open-XML-Application-Properties-Part 1 0.1 %

File_Microsoft-Office-Open-XML-Document 1 0.1 %

Anti-Malware 21 1.2 %

File_Microsoft-Excel-XLSX-Filename-Extension 12 0.7 %

File_PDF 4 0.2 %

File_Zip-Archive 2 0.1 %

File_ACE-Archive 2 0.1 %

File_HTML 1 0.1 %

Total 1.72k 100 %



 

 

  

 

 

  

 

E-Mail Virenfilterung Server FirewallReport period: 2025-03-01 00:00:00+0100 to 2025-04-01 00:00:00+0200 14 / 17

Located 92.9 %

Virenfilterung SRC IPs
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Records by src IP Hits %

5.189.190.168  Lauterbourg, France 413 24.0 %

46.17.40.89  Moscow, Russia 244 14.2 %

195.222.96.34  Belgrade, Serbia 158 9.2 %

195.222.96.33  Belgrade, Serbia 148 8.6 %

94.126.173.118  Portugal 147 8.5 %

194.61.120.82  Amsterdam, The
Netherlands

140 8.1 %

170.246.172.87  Chile 72 4.2 %

148.251.3.162  Falkenstein, Germany 42 2.4 %

142.171.138.233  Los Angeles, California
90060, United States

35 2.0 %

69.72.42.12  United States 20 1.2 %

134.130.71.208  RWTH Aachen 19 1.1 %

23.88.73.216  Falkenstein, Germany 18 1.0 %

43.252.212.55  Malaysia 17 1.0 %

84.246.210.121  Spain 16 0.9 %

104.168.141.109  United States 16 0.9 %

2.56.246.79  Frankfurt am Main,
Germany

14 0.8 %

74.48.140.207  Los Angeles, California
90060, United States

10 0.6 %

213.255.227.232  Dallas, Texas 75075,
United States

8 0.5 %

149.255.112.190  St Petersburg, Russia 7 0.4 %

119.3.49.128  China 6 0.3 %

194.245.126.36  Germany 6 0.3 %

74.48.108.245  Los Angeles, California
90060, United States

6 0.3 %

104.168.133.219  United States 6 0.3 %

103.102.0.11  Indonesia 5 0.3 %

217.182.138.84  France 5 0.3 %

104.238.215.184  Secaucus, New Jersey
07094, United States

5 0.3 %

104.168.142.28  United States 5 0.3 %

74.48.108.168  Los Angeles, California
90060, United States

4 0.2 %

54.38.59.202  France 4 0.2 %

79.141.168.93  Hong Kong, Hong Kong 4 0.2 %

Others 123 7.1 %

Total 1.72k 100 %
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SMTP Virus Filtering by Time
 

Top 10 file filtering situations on a timeline.

 



  

 

 

 
 
 

 
 

 

About Forcepoint 

 
Forcepoint simplifies security for global businesses and 

governments. Forcepoint’s all-in-one, truly cloud-native platform 

makes it easy to adopt Zero Trust and prevent the theft or loss 

of sensitive data and intellectual property no matter where 

people are working. Based in Austin, Texas, Forcepoint creates 

safe, trusted environments for customers and their employees 

in more than 150 countries. Engage with Forcepoint on 

www.forcepoint.com, Twitter and LinkedIn. 

forcepoint.com 
 

About the FlexEdge Secure SD-WAN 

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to 

improve application performance, simplify network management, and 

increase security–– ensuring users can safely access any application from 

anywhere. By combining multi-link networking and intrusion prevention with 

zero-touch deployment and updating, it provides centralized visibility and 

control with high performance that scales to thousands of sites. When used 

with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers 

true SASE and secure branch solutions that boost productivity, cut costs, 

reduce risk, and streamline compliance. 

For further information visit forcepoint.com/product/secure-sd-wan. 
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All other trademarks used in this document are the property of their respective owners.


