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Virenfilterung MXe

Others,

PO12646499.docx

Purchased Order [Approved]_1008..

wmgdkxqy.pdf
=?utf-87B?RUwgTVVORESgTEQURVLD)..
RFQ rfg2.pdf

Order PO1364.9z

\\\rﬁ

awb_DHL_bl_original_shipping_do..
Order.z

New order.xIsx

R445634.pdf

80955883768e2fh.7z

Invoice.Z

REQUEST FOR QUOTATION.zip

Po no. 838 20-01-25 LEWL07424-2..
SALES.zip
2108644430004367000543240000.img
Proforma invoice.doc

FW Quatation Inquiry.tar
=7is0-8859-1?Q?EL_MUNDO_LOTER=C..
Checklist No. A45-25-Sciex.ace
BID.docx

FORMULAR.pdf

PO#FCH25022557.z

Total
313

Hits

quotation.xlsx

Quotation.xlsx

HSBCADVICE22102025.PDF.gz

Bestellung BEE-10202500.xIs

AWB # 3572377815.Img.zip

offic.docx

RFQPO-2365980MOPEXHIS Order.xlsx
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Quotation.xlsx 49 15.7 %
HSBCADVICE22102025.PDF.gz 45 14.4 %
Bestellung BEE-10202500.xls 24 7.7 %
AWB # 3572377815.Img.zip 15 4.8 %
offic.docx 13 4.2 %
RFQPO-2365980MOPEXHIS Order.xIsx 12 3.8 %
quotation.xlsx 9 2.9 %
PO#FCH25022557.z 7 22 %
FORMULAR.pdf 6 1.9 %
BID.docx 6 1.9 %
Checklist No. A45-25-Sciex.ace 5 1.6 %
=7is0-8859-17Q7EL_MUNDO_LOTER=CDA_DE_NAVIDAD.pdf?= 5 1.6 %
FW Quatation Inquiry.tar 4 1.3 %
Proforma invoice.doc 4 1.3 %
2108644430004367000543240000.img 3 1.0 %
SALES.zip 3 1.0 %
Po no. 838 20-01-25 LEWL07424-25.docx 3 1.0 %
REQUEST FOR QUOTATION.zip 2 0.6 %
Invoice.Z 2 0.6 %
80955883768e2fb.7z 2 0.6 %
R445634.pdf 2 0.6 %
New order.xlsx 2 0.6 %
Order.z 2 0.6 %
awb_DHL_bl_original_shipping_document_10_21_2025_00000.docx 2 0.6 %
Order PO1364.9z 2 0.6 %
RFQ rfqg2.pdf 2 0.6 %
=7utf-8?B?RUwgTVVORE8gTEQURVLDjUEgREUgTKkFWSURBRC5WZGY="= 2 0.6 %
wmgdkxqy.pdf 2 0.6 %
Purchased Order [Approved]_10082025.rar 2 0.6 %
PO12646499.docx 2 0.6 %
Others 74 23.6 %
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Top File Types by Scan Result

Top 10 file types by scan result.

PHP/WebShell Malicious
1 Hits (0.2%) 166 Hits (37.0%)

AgentTesla-FDIG!8E040446D27F
1 Hits (0.2%)

Unknown
2 Hits (0.4%)

PWS-FEBZ!E6B1A4ABC445
3 Hits (0.7%)

Fareit.gen.e
4 Hits (0.9%)

High Risk
38 Hits (8.5%)

Not Available
114 Hits (25.4%)—

Medium Risk
120 Hits (26.7%)
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Malicious
File_Type-Unknown
File_Rar-Archive
File_Microsoft-Excel-97-Spreadsheet
File_Microsoft-Windows-Executable
File_Zip-Archive
File_HTML
File_Microsoft-Office-Open-XML-Document
File_Text-US-Ascii-Text-File
File_ISO-9660-Disk-Image
File_Tar-Archive
File_ACE-Archive
File_7z-Archive
File_JavaScript
File_RTF

Medium Risk
File_XML
File_Office-Open-XML-Package-Relations-Item
File_PDF
File_Type-Unknown

Not Available
File_Microsoft-Excel-XLSX-Filename-Extension
File_Zip-Archive
File_Microsoft-Office-Open-XML-Document

High Risk
File_Microsoft-Equation-Editor-Document
File_PDF
File_Type-Unknown
File_ISO-9660-Disk-Image
File_XML
File_Zip-Archive
File_Rar-Archive
File_Office-Open-XML-Package-Relations-Item
File_7z-Archive

Fareit.gen.e
File_ACE-Archive

PWS-FEBZ!E6B1A4ABC445
File_Zip-Archive

Unknown
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1

6.0 %

51 %

4.9 %

0.7 %

25.4%

1
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6.0 %

8.9 %

0.4 %

8.5%

33 %

24 %

0.9 %

0.7 %

0.2 %

0.2 %

0.2 %

0.2 %

0.2 %

0.9 %

0.9 %

0.7 %

0.7 %
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File_Microsoft-Excel-XLSX-Filename-Extension 0.2 %
File_Zip-Archive 0.2 %
AgentTesla-FDIG!8E040446D27F 0.2%
File_Rar-Archive 0.2 %
PHP/WebShell 0.2%
File_Gzip-Compressed 0.2 %
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Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.
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File_RTF File_Microsoft-Excel-XLSX-Filen..
1 Hits (0.2%) — 73 Hits (16.3%)

File_Gzip-Compressed
1 Hits (0.2%)
File_JavaScript
1 Hits (0.2%)
File_7z-Archive
2 Hits (0.4%)
File_Tar-Archive
2 Hits (0.4%)

File_Text-US-Ascii-Text-File File_ XML
3 Hits (0.7%) 73 Hits (16.3%)
File_ISO-9660-Disk-Image
5 Hits (1.1%)
File_Microsoft-Office-Open-XML-..
5 Hits (1.1%)
File_ACE-Archive
5 Hits (1.1%)
File_ HTML

5 Hits (1.1%) /—
File_Microsoft-Equation-Editor-..

15 Hits (3.3%)
FiIe_Microsoft—Windows—ExecutabIe
21 Hits (4.7%)
File_Microsoft-Excel-97-Spreads..

24 Hits (5.3%) Total

File_Office-Open-XML-Package-Re.—— J

24 Hits (5.3%) l l 9

Hits

File_PDF
33 Hits (7.3%)

File_Rar-Archive
39 Hits (8.7%)

File_Zip-Archive File_Type-Unknown
55 Hits (12.2%) 62 Hits (13.8%)
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File_Microsoft-Excel-XLSX-Filename-Extension
Not Available
Unknown
File_XML
Medium Risk
High Risk
File_Type-Unknown
Malicious
High Risk
Medium Risk
File_Zip-Archive
Not Available
Malicious
PWS-FEBZ!E6B1A4ABC445
High Risk
Unknown
File_Rar-Archive
Malicious
High Risk
AgentTesla-FDIG!8E040446D27F
File_PDF
Medium Risk
High Risk
File_Office-Open-XML-Package-Relations-Item
Medium Risk
High Risk
File_Microsoft-Excel-97-Spreadsheet
Malicious
File_Microsoft-Windows-Executable
Malicious
File_Microsoft-Equation-Editor-Document
High Risk
File_HTML
Malicious
File_ACE-Archive
Fareit.gen.e
Malicious
File_Microsoft-Office-Open-XML-Document

Malicious
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0.9 %

0.7 %

12.2%

8.9 %

22 %

0.7 %

0.2 %

0.2 %

8.7%

82 %

0.2 %

0.2 %

7.3%

4.9 %

2.4 %

5.3%

51 %

0.2 %

5.3%

53 %
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4.7 %
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33 %
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1.1 %

11%

0.9 %

0.2 %

1L1%
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Not Available 0.4 %
File_ISO-9660-Disk-Image 1.1%
High Risk 0.7 %
Malicious 0.4 %
File_Text-US-Ascii-Text-File 0.7%
Malicious 0.7 %
File_Tar-Archive 0.4 %
Malicious 0.4 %
File_7z-Archive 0.4%
Malicious 0.2 %
High Risk 0.2 %
File_JavaScript 0.2%
Malicious 0.2 %
File_Gzip-Compressed 0.2%
PHP/WebShell 0.2 %
File_RTF 0.2%
Malicious 0.2 %
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Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Anti-Malware
9 Hits (2.0%)

Cloud Reputation
440 Hits (98.0%)

Responding Scanner Hits %
Cloud Reputation 440 98.0 %
File_Microsoft-Excel-XLSX-Filename-Extension 73 16.3 %
File_XML 73 16.3 %
File_Type-Unknown 62 13.8 %
File_Zip-Archive 52 11.6 %
File_Rar-Archive 38 8.5 %
File_PDF 33 7.3 %
File_Office-Open-XML-Package-Relations-Item 24 53 %
File_Microsoft-Excel-97-Spreadsheet 24 5.3 %
File_Microsoft-Windows-Executable 21 4.7 %
File_Microsoft-Equation-Editor-Document 15 3.3%
File_HTML 5 1.1 %
File_Microsoft-Office-Open-XML-Document 5 1.1 %
File_ISO-9660-Disk-Image 5 1.1 %
File_Text-US-Ascii-Text-File 3 0.7 %
File_Tar-Archive 2 0.4 %
File_7z-Archive 2 0.4 %
File_ACE-Archive 1 0.2 %
File_JavaScript 1 0.2 %
File_RTF 1 0.2 %
Anti-Malware 9 2.0%
File_ACE-Archive 4 0.9 %
File_Zip-Archive 3 0.7 %
File_Rar-Archive 1 0.2 %
File_Gzip-Compressed 1 0.2 %
Total 449 100 %
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Virenfilterung SRC IPs

Located 80.6 %
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103.1.14.130 E3 Hong Kong 96 21.4 %
104.168.162.44 ™ United States 45 10.0 %
46.242.129.156 == Poland 31 6.9 %
104.168.141.230 ™ United States 30 6.7 %
213.159.30.220 Istanbul, Tlrkiye 24 53 %
149.202.29.220 B 1 France 23 51 %
86.101.129.155 = Debrecen, Hungary 10 2.2 %
24.232.0.196 = Buenos Aires, Argentina 8 1.8 %
24.232.0.192 = Buenos Aires, Argentina 8 1.8 %
222.127.142.214 3 Philippines 7 1.6 %
107.6.182.67 =— Amsterdam, The 7 1.6 %
Netherlands
190.106.134.250 = Argentina 6 1.3 %
67.217.60.137 ™ United States 6 1.3 %
24.232.0.238 = Buenos Aires, Argentina 6 1.3 %
74.208.105.100 ™ United States 6 1.3 %
202.59.10.37 E= Cyberjaya, Malaysia 5 1.1 %
192.119.111.67 ™ United States 4 0.9 %
104.168.157.247 ™ United States 4 0.9 %
216.250.249.189 ™ United States 4 0.9 %
2.228.128.41 B 1 San Cipriano d'Aversa, Italy 4 0.9 %
24.232.0.112 = Buenos Aires, Argentina 4 0.9 %
212.11.196.191 = Syria 3 0.7 %
193.17.57.101 &8 New Zealand 3 0.7 %
74.48.84.131 ™ | os Angeles, California 3 0.7 %
90060, United States
107.174.142.71 ™ | os Angeles, California 3 0.7 %
90060, United States
194.31.87.6 Turkiye 3 0.7 %
74.208.135.212 ™= United States 3 0.7 %
5.161.17.191 == Ashburn, Virginia 20149, 2 0.4 %
United States
195.154.55.112 B 1 Paris, France 2 0.4 %
85.215.159.212 == Germany 2 0.4 %
Others 87 19.4 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.
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About the FlexEdge Secure SD-WAN

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to
improve application performance, simplify network management, and
increase security— ensuring users can safely access any application from
anywhere. By combining multi-link networking and intrusion prevention with
zero-touch deployment and updating, it provides centralized visibility and
control with high performance that scales to thousands of sites. When used
with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers
true SASE and secure branch solutions that boost productivity, cut costs,
reduce risk, and streamline compliance.

For further information visit forcepoint.com/product/secure-sd-wan.

:-orcep0int About Forcepoint

forcepoint.com
Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.

© 2025 Forcepoint. Forcepoint and the FORCEPOINT logo are trademarks of Forcepoint.
All other trademarks used in this document are the property of their respective owners.



