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Virenfilterung MXe

Others <Name Unavailable>

Angebotsanfrage.xls

Invoice & Bill of Lading.html

Quotation.lzh

kindly quote your best price fo..

Ref_8765434654.xlam

i Total

327

Hits

P.O.xlIsx
Official scanned copy of the Pu..

Signed Purchase Order 26 NO 250..

\ \ Purchase Order No.1364.zip

D1489504 TASLAK ONAY.7z

A
)

AL DHAFRA AL JABER - SUPPLY.zip
FACTURA100253-HHBMS202567.docx
NEW CUSTOMER FIRST TIME PURSCAH.
Purchase Order4500564358.ace

PO-ORDER 104_07_17_2025 (40FT) ..

Screenshot_Image_00014.rar
Signed_Contract.docx

Doc20253090029 pdf.img

attachments.zip
2025_004598_25310100EX00054907_...

Datasheet.pdf.iso

FNZ250704471.RAR

SOA-08-08-25.GZ

0708 2025GHUED3.Gz

Auftragsbestatigung_AP250004374.. Product Specifications.rar

Uberféllige Rechnung.rar

=?UTF-8?B?zpPOlc6dzpnOms6XIM6UzZ.. Enclosed attached our new PO fo..
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<Name Unavailable> 19 5.8 %
Angebotsanfrage.xls 16 4.9 %
Invoice & Bill of Lading.html 14 4.3 %
Quotation.lzh 14 4.3 %
kindly quote your best price for the listed goods.zip 10 31 %
Ref_8765434654.xlam 9 2.8 %
P.O.xlIsx 7 21 %
Official scanned copy of the Purchase Order.zip 7 2.1 %
Signed Purchase Order 26 NO 25000342.zip 6 1.8 %
Purchase Order No.1364.zip 6 1.8 %
D1489504 TASLAK ONAY.7z 5 1.5 %
AL DHAFRA AL JABER - SUPPLY.zip 5 1.5 %
FACTURA100253-HHBMS202567.docx 4 1.2 %
NEW CUSTOMER FIRST TIME PURSCAHSE ORDER.iso 4 1.2 %
Purchase Order4500564358.ace 4 1.2 %
PO-ORDER 104_07_17_2025 (40FT) Sheet_Specifications_Samples.7z 4 1.2 %
Signed_Contract.docx 4 1.2 %
Doc20253090029 pdf.img 4 1.2 %
2025_004598_25310100EX00054907_ekliliste.7z 4 1.2 %
Datasheet.pdf.iso 3 0.9 %
SOA-08-08-25.GZ 3 0.9 %
0708 2025GHUED3.Gz 3 0.9 %
Product Specifications.rar 3 0.9 %
Uberféllige Rechnung.rar 3 0.9 %
Enclosed attached our new PO for bulk order.zip 3 0.9 %
=?UTF- 3 0.9 %
87B7szOIc6dzpnOm56XIM6UzpnOIc6|szOpc6dzqPOIyDOIMézzprOkcéquTO

mc6azpfOoyDOkc6j?==?UTF-87B

Auftragsbestatigung_AP250004374_30.07.2025.7z 3 0.9 %
FNZ250704471.RAR 3 0.9 %
attachments.zip 3 0.9 %
Screenshot_Image_00014.rar 3 0.9 %
Others 148 453 %
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Top File Types by Scan Result

Top 10 file types by scan result.
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Fareit-FVT!1EO1DF547288

1 Hits (0.2%)
GenericRXLV-OI!'D121552AEAAO

1 Hits (0.2%)
JS/Exploit-Blacole.ht

1 Hits (0.2%)
PHP/WebShell

1 Hits (0.2%)
GenericRXSM-NK!4FC2D490ABED

1 Hits (0.2%)
Fareit-FVT!2053BO7E67E7
2 Hits (0.5%)

W32/Mytob.gen.eml
3 Hits (0.7%)

Fareit-FVT!636F22ABEA75
3 Hits (0.7%)

Exploit-GBR!6E5CC3205DAA
5 Hits (1.2%)

W32/Bagle.ar@MM!pwdzip
5 Hits (1.2%)

Unknown

5 Hits (1.2%)
Exploit-GBR!647COC57E22A
9 Hits (2.2%)
HTML/Phishing.abz

15 Hits (3.6%)

Medium Risk

16 Hits (3.9%)

Not Available

57 Hits (13.9%)

High Risk
67 Hits (16.3%)

—

F

Malicious
219 Hits (53.3%)
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Malicious 219 53.3%

File_Microsoft-Windows-Executable 55 13.4 %
File_Rar-Archive 50 122 %
File_Zip-Archive 36 8.8 %
File_Microsoft-Excel-97-Spreadsheet 18 4.4 %
File_ISO-9660-Disk-Image 15 3.6 %
File_Type-Unknown 10 2.4 %
File_LhArc-Archive 6 1.5 %
File_PDF 5 1.2 %
File_7z-Archive 5 1.2 %
File_Tar-Archive 4 1.0 %
File_ACE-Archive 4 1.0 %
File_JavaScript 3 0.7 %
File_Microsoft-Office-Open-XML-Document 2 0.5 %
File_Text-US-Ascii-Text-File 2 0.5 %
File_PNG-Image 2 0.5 %
File_SVG 1 0.2 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.2 %
High Risk 67 16.3%
File_SVG 35 8.5 %
File_Microsoft-Windows-Executable 8 1.9 %
File_Rar-Archive 7 1.7 %
File_Office-Open-XML-Package-Relations-Item 5 1.2 %
File_Microsoft-Equation-Editor-Document 5 1.2 %
File_PDF 3 0.7 %
File_Microsoft-Office-Open-XML-Document 2 0.5 %
File_Zip-Archive 1 0.2 %
File_ISO-9660-Disk-Image 1 0.2 %
Not Available 57 13.9%
File_Zip-Archive 50 12.2 %
File_Microsoft-Excel-XLSX-Filename-Extension 4 1.0 %
File_Microsoft-Office-Open-XML-Document 3 0.7 %
Medium Risk 16 3.9%
File_Microsoft-Windows-Executable 4 1.0 %
File_Office-Open-XML-Package-Relations-Item 4 1.0 %
File_XML 4 1.0 %
File_PDF 3 0.7 %
File_Rar-Archive 1 0.2 %
HTML/Phishing.abz 15 3.6 %
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File_HTML 15 3.6 %
Exploit-GBR!647COC57E22A 9 2.2%
File_Microsoft-Excel-Spreadsheet 9 2.2 %
Unknown 5 1.2%
File_Zip-Archive 5 1.2 %
W32/Bagle.ar@MM!pwdzip 5 1.2%
File_Encrypted-Zip-Archive 5 1.2 %
Exploit-GBR!6E5CC3205DAA 5 1.2%
File_Microsoft-Excel-XLSX-Filename-Extension 5 1.2 %
Fareit-FVT!636F22ABEAT5 3 0.7 %
File_Type-Unknown 3 0.7 %
W32/Mytob.gen.eml 3 0.7%
File_Text-US-Ascii-Text-File 3 0.7 %
Fareit-FVT!2053BO7E67E7 2 0.5 %
File_Rar-Archive 2 0.5 %
GenericRXSM-NK!4FC2D490ABED 1 0.2%
File_Zip-Archive 1 0.2 %
PHP/WebShell 1 0.2%
File_Gzip-Compressed 1 0.2 %
JS/Exploit-Blacole.ht 1 0.2%
File_JavaScript 1 0.2 %
GenericRXLV-O1!D121552AEAA0 1 0.2%
File_Microsoft-Windows-Executable 1 0.2 %
Fareit-FVT!1E01DF547288 1 0.2%
File_Rar-Archive 1 0.2 %
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Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.
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File_Gzip-Compressed

File_PNG-Image

File_ XML

File_JavaScript

File_ACE-Archive

File_Tar-Archive,

File_Encrypted-Zip-Archive

File_Text-US-Ascii-Text-File

File_7z-Archive

File_Microsoft-Equation-Editor-.

File_Microsoft-Excel-Spreadsheet

File_LhArc-Archive
Fi Ie_Microsoft-Office-Open-XML-..—\

FiIe_Office—Open—XML—Package—Re..\—

File_Microsoft-Excel-XLSX-Filen..
File_PDF

File_Type-Unknown

File_HTML

File_ISO-9660-Disk-Image

File_Microsoft-Excel-97-Spreads..

File_SVG
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File_Zip-Archive

File_Microsoft-Windows-Executable

File_Rar-Archive
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File_Zip-Archive
Not Available
Malicious
Unknown

High Risk

GenericRXSM-NK!4FC2D490ABED

File_Microsoft-Windows-Executable
Malicious
High Risk

Medium Risk

GenericRXLV-OI!D121552AEAAQ

File_Rar-Archive

Malicious

High Risk

Fareit-FVT!2053BO7E67E7

Medium Risk

Fareit-FVT!I1EO1DF547288
File_SVG

High Risk

Malicious
File_Microsoft-Excel-97-Spreadsheet

Malicious
File_ISO-9660-Disk-Image

Malicious

High Risk
File_HTML

HTML/Phishing.abz
File_Type-Unknown

Malicious

Fareit-FVT!636F22ABEA75
File_PDF

Malicious

High Risk

Medium Risk

File_Microsoft-Excel-XLSX-Filename-Extension

Exploit-GBRI6E5SCC3205DAA
Not Available

Malicious

File_Office-Open-XML-Package-Relations-Item
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50

36

68

55

61

50

36

35

18

18

16

15

15

15

13

10

11

22.6 %

12.2 %

8.8 %

1.2 %

0.2 %

0.2 %

16.5 %

13.4 %

1.9 %

1.0 %

0.2 %

14.8%

12.2 %

1.7 %

0.5 %

0.2 %

0.2 %

8.8%

8.5 %

0.2 %

4.4%

4.4 %

3.9%

3.6 %

0.2 %

3.6 %

3.6 %

3.2%

2.4 %

0.7 %

2.7%

1.2 %

0.7 %

0.7 %

2.4%

1.2 %

1.0 %

0.2 %

2.2%
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High Risk 1.2 %
Medium Risk 1.0 %
File_Microsoft-Excel-Spreadsheet 2.2%
Exploit-GBR!647COC57E22A 22 %
File_Microsoft-Office-Open-XML-Document 1.7%
Not Available 0.7 %
Malicious 0.5 %
High Risk 0.5 %
File_LhArc-Archive 1.5%
Malicious 1.5 %
File_Microsoft-Equation-Editor-Document 1.2%
High Risk 1.2 %
File_7z-Archive 1.2%
Malicious 1.2 %
File_Text-US-Ascii-Text-File 1.2%
W32/Mytob.gen.eml 0.7 %
Malicious 0.5 %
File_Encrypted-Zip-Archive 1.2%
W32/Bagle.ar@MM!pwdzip 1.2 %
File_Tar-Archive 1.0 %
Malicious 1.0 %
File_ACE-Archive 1.0%
Malicious 1.0 %
File_JavaScript 1.0%
Malicious 0.7 %
JS/Exploit-Blacole.ht 0.2 %
File_XML 1.0%
Medium Risk 1.0 %
File_PNG-Image 0.5 %
Malicious 0.5 %
File_Gzip-Compressed 0.2%
PHP/WebShell 0.2 %
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Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Anti-Malware
47 Hits (11.4%)

Cloud Reputation
364 Hits (88.6%)
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Cloud Reputation 364 88.6 %

File_Zip-Archive 92 224 %
File_Microsoft-Windows-Executable 67 16.3 %
File_Rar-Archive 58 14.1 %
File_SVG 36 8.8 %
File_Microsoft-Excel-97-Spreadsheet 18 4.4 %
File_ISO-9660-Disk-Image 16 3.9 %
File_PDF 1M 2.7 %
File_Type-Unknown 10 2.4 %
File_Office-Open-XML-Package-Relations-Item 9 22 %
File_Microsoft-Office-Open-XML-Document 7 1.7 %
File_LhArc-Archive 6 1.5 %
File_Microsoft-Excel-XLSX-Filename-Extension 5 1.2 %
File_Microsoft-Equation-Editor-Document 5 1.2 %
File_7z-Archive 5 1.2 %
File_Tar-Archive 4 1.0 %
File_ACE-Archive 4 1.0 %
File_XML 4 1.0 %
File_JavaScript 3 0.7 %
File_Text-US-Ascii-Text-File 2 0.5 %
File_PNG-Image 2 0.5 %
Anti-Malware 47 11.4%
File_HTML 15 3.6 %
File_Microsoft-Excel-Spreadsheet 9 2.2 %
File_Microsoft-Excel-XLSX-Filename-Extension 5 1.2 %
File_Encrypted-Zip-Archive 5 1.2 %
File_Rar-Archive 3 0.7 %
File_Type-Unknown 3 0.7 %
File_Text-US-Ascii-Text-File 3 0.7 %
File_Zip-Archive 1 0.2 %
File_Microsoft-Windows-Executable 1 0.2 %
File_JavaScript 1 0.2 %
File_Gzip-Compressed 1 0.2 %
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Virenfilterung SRC IPs

Located 65.0 %
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62.146.106.22

90.188.115.165

213.139.205.130

62.146.106.21

62.146.106.24

72.10.39.90

2a00:8a60:1:12:60c0:46e5:654c:c3e2

2a00:8a60:1:12:29f5:864d:da40:87ef

198.46.159.207

77.72.85.164

85.214.110.238

212.86.197.156

23.235.211.83

62.146.106.26

185.93.221.195

62.146.106.23

62.146.106.25

104.247.179.199

157.66.49.127

89.253.218.93

185.61.127.219

65.21.212.75

195.63.103.234

190.210.132.30

83.243.93.74

51.81.4.227

194.163.189.111

64.156.193.117

74.48.108.130

216.250.251.166

Others

™= Bad Friedrichshall, Germany
== Tomsk, Russia

™= Frankfurt am Main,
Germany

™= Bad Friedrichshall, Germany
™= Bad Friedrichshall, Germany

== Ashburn, Virginia 20149,
United States

wmH RWTH Aachen
mm RWTH Aachen

™= E|k Grove Village, Illinois
60009, United States

== Tallinn, Estonia

== Germany

== Karlsruhe, Germany

== United States

™= Bad Friedrichshall, Germany
Il Bucharest, Romania

™= Bad Friedrichshall, Germany
™= Bad Friedrichshall, Germany
Tirkiye

K3 Vietnam

== Russia

= Spain

4 Helsinki, Finland

™= Grof3en Buseck, Germany

= Buenos Aires, Argentina

= Riga, Latvia

== United States

™= Disseldorf, Germany

== United States

™= | os Angeles, California
90060, United States

= United States

21

19

16

15

14

14

13

12

12

11

10

10

10

144

3

51 %

4.6 %

39 %

3.6 %

34 %

34 %

32 %

29 %

29 %

2.7 %

24 %

24 %

24 %

1.9 %

1.9 %

1.7 %

1.7 %

1.5 %

1.5 %

1.5 %

1.5 %

1.2 %

1.2 %

1.0 %

1.0 %

1.0 %

1.0 %

1.0 %

0.7 %

0.7 %

5.0 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.

Hits / hour (average of 6 hours)

25

15

10

5

Jul

File_Malware-Blocked

17 718
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About the FlexEdge Secure SD-WAN

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to
improve application performance, simplify network management, and
increase security— ensuring users can safely access any application from
anywhere. By combining multi-link networking and intrusion prevention with
zero-touch deployment and updating, it provides centralized visibility and
control with high performance that scales to thousands of sites. When used
with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers
true SASE and secure branch solutions that boost productivity, cut costs,
reduce risk, and streamline compliance.

For further information visit forcepoint.com/product/secure-sd-wan.

:-orcep0int About Forcepoint

forcepoint.com
Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.

© 2025 Forcepoint. Forcepoint and the FORCEPOINT logo are trademarks of Forcepoint.
All other trademarks used in this document are the property of their respective owners.



