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Virenfilterung MXe
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Purchase Order4500564358.z 59 258 %
RECH_DRP130963894.html 27 11.8 %
zusatzlich-043470046.docx 13 5.7 %
Versanddokument 172839.pdf 11 4.8 %
Purchase Order_.7z 9 39 %
<Name Unavailable> 9 3.9 %
Payment Confirmation Notification est Booking 3419002928382.zip 7 31 %
balance_payment_swift_transaction-pdf.rar 6 2.6 %
Bank Information for Payment Processing_urgent.TAR 6 2.6 %
Quote.z 6 2.6 %
Quotation.Tar 5 22 %
Aviso de Llegada.rar 4 1.7 %
Request for quotation.zip 4 1.7 %
Quote RF-E68-STD-094.z 3 1.3 %
Quotation.lzh 3 1.3 %
EmiBeBaiw 3 1.3 %
Price quote_pdf.z 3 1.3 %
Noémina de sueldos_20250815.xlam 3 1.3 %
Items Request.lzh 2 0.9 %
Order Confirmation-9227-0808126-20160815-014689.docm 2 0.9 %
IMGWAA576838586934956464535_1755416234.7z 2 0.9 %
PO 17825 08122025.tar 2 0.9 %
ORDER-256085-00789AT.UUE 2 0.9 %
20250818 _ Alpha Bank - em18 - Elx Gr902.txz 2 0.9 %
Order_05271_Lamela.xlam 1 0.4 %
OC__N022821.xlam 1 0.4 %
PO 17825 08042025.tar 1 0.4 %
PO 17825 08052025.tar 1 0.4 %
Wire Transfer Confirmation Copy.zip 1 0.4 %
=7utf- 1 0.4 %
87B7U2ljaGVyaGVpdHNkYXRIbIOWZXJpZml6aWVydW5nLnBkZi50dG1s?=

Others 30 131 %
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Top File Types by Scan Result

Top 10 file types by scan result.

Exploit-GBRI9EBE50DBDC45
1 Hits (0.4%)

GenericRXSQ-HG!42C0A9882BBA
3 Hits (1.1%)

Unknown
4 Hits (1.5%)

Medium Risk
19 Hits (6.9%)

High Risk
23 Hits (8.4%)

Not Available
33 Hits (12.0%)—_

Malicious
191 Hits (69.7%)
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Malicious 191 69.7 %

File_Rar-Archive 94 34.3 %
File_JavaScript 30 10.9 %
File_Microsoft-Windows-Executable 17 6.2 %
File_Zip-Archive 12 4.4 %
File_Type-Unknown 10 3.6 %
File_LhArc-Archive 6 2.2 %
File_Tar-Archive 4 1.5 %
File_Microsoft-Office-Open-XML-Document 3 1.1 %
File_Microsoft-Excel-Spreadsheet 3 1.1 %
File_Batch-File 2 0.7 %
File_Microsoft-OLE 2 0.7 %
File_XML 1 0.4 %
File_Microsoft-Equation-Editor-Document 1 0.4 %
File_Microsoft-Word-97-Document 1 0.4 %
File_PNG-Image 1 0.4 %
File_Text-US-Ascii-Text-File 1 0.4 %
File_Microsoft-Excel-97-Spreadsheet 1 0.4 %
File_ISO-9660-Disk-Image 1 0.4 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.4 %
Not Available 33 12.0%
File_Zip-Archive 21 7.7 %
File_Microsoft-Office-Open-XML-Document 11 4.0 %
File_Microsoft-Excel-Spreadsheet 1 0.4 %
High Risk 23 8.4 %
File_PDF 1M 4.0 %
File_Rar-Archive 7 2.6 %
File_JavaScript 2 0.7 %
File_Zip-Archive 1 0.4 %
File_XML 1 0.4 %
File_Microsoft-Equation-Editor-Document 1 0.4 %
Medium Risk 19 6.9 %
File_Office-Open-XML-Package-Relations-Item 11 4.0 %
File_PDF 3 1.1 %
File_XML 2 0.7 %
File_Microsoft-Windows-Executable 1 0.4 %
File_Batch-File 1 0.4 %
File_HTML 1 0.4 %
Unknown 4 1.5%
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File_Zip-Archive 3 1.1 %

File_Microsoft-Excel-Spreadsheet 1 0.4 %
GenericRXSQ-HG!42C0A9882BBA 3 1.1%
File_Rar-Archive 3 1.1 %
Exploit-GBR!9EBE50DBDC45 1 0.4 %
File_Microsoft-Excel-Spreadsheet 1 0.4 %
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Top Scan Results by Responding Scanner

Top 10 file filtering scan results by responding scanner.
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File_Microsoft-Excel-XLSX-Filen

File_ISO-9660-Disk-Image

File_Microsoft-Excel-97-Spreads.

File_Text-US-Ascii-Text-File

File_PNG-Image

File_Microsoft-Word-97-Document

File_HTML

File_Microsoft-OLE

File_Microsoft-Equation-Editor-

File_Batch-File

File_XMl

File_Tar-Archive,

File_LhArc-Archive

File_Type-Unknown

/—

File_Microsoft-Excel-Spreadsheet .

File_Office-Open-XML-Package-Re..
File_Microsoft-Office-Open-XML-..— .

File_PDF

File_Microsoft-Windows-Executable

File_JavaScript

N

I

Total

274
Hits

File_Rar-Archive

File_Zip-Archive
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File_Rar-Archive
Malicious

High Risk

GenericRXSQ-HG!42C0A9882BBA

File_Zip-Archive
Not Available
Malicious
Unknown
High Risk

File_JavaScript
Malicious
High Risk

File_Microsoft-Windows-Executable
Malicious
Medium Risk

File_PDF
High Risk

Medium Risk

File_Microsoft-Office-Open-XML-Document

Not Available

Malicious

File_Office-Open-XML-Package-Relations-Item

Medium Risk
File_Type-Unknown

Malicious
File_Microsoft-Excel-Spreadsheet

Malicious

Not Available

Unknown

Exploit-GBRI9EBE50DBDC45
File_LhArc-Archive

Malicious
File_Tar-Archive

Malicious
File_XML

Medium Risk

Malicious

High Risk

File_Batch-File
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Malicious 2 0.7 %

Medium Risk 1 0.4 %
File_Microsoft-Equation-Editor-Document 2 0.7 %
Malicious 1 0.4 %
High Risk 1 0.4 %
File_Microsoft-OLE 2 0.7%
Malicious 2 0.7 %
File_HTML 1 0.4 %
Medium Risk 1 0.4 %
File_Microsoft-Word-97-Document 1 0.4 %
Malicious 1 0.4 %
File_PNG-Image 1 0.4 %
Malicious 1 0.4 %
File_Text-US-Ascii-Text-File 1 0.4 %
Malicious 1 0.4 %
File_Microsoft-Excel-97-Spreadsheet 1 0.4 %
Malicious 1 0.4 %
File_1S0-9660-Disk-lmage 1 0.4%
Malicious 1 0.4 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.4 %
Malicious 1 0.4 %
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Top File Types by Responding Scanner

Top 10 file types by responding scanner.

Anti-Malware
4 Hits (1.5%)

Cloud Reputation
270 Hits (98.5%)

Responding Scanner Hits %
Cloud Reputation 270 98.5 %
File_Rar-Archive 101 36.9 %
File_Zip-Archive 37 135 %
File_JavaScript 32 11.7 %
File_Microsoft-Windows-Executable 18 6.6 %
File_PDF 14 51 %
File_Microsoft-Office-Open-XML-Document 14 51 %
File_Office-Open-XML-Package-Relations-Item 11 4.0 %
File_Type-Unknown 10 3.6 %
File_LhArc-Archive 6 22 %
File_Microsoft-Excel-Spreadsheet 5 1.8 %
File_Tar-Archive 4 1.5 %
File_XML 4 1.5 %
File_Batch-File 3 1.1 %
File_Microsoft-Equation-Editor-Document 2 0.7 %
File_Microsoft-OLE 2 0.7 %
File_HTML 1 0.4 %
File_Microsoft-Word-97-Document 1 0.4 %
File_PNG-Image 1 0.4 %
File_Text-US-Ascii-Text-File 1 0.4 %
File_Microsoft-Excel-97-Spreadsheet 1 0.4 %
File_ISO-9660-Disk-Image 1 0.4 %
File_Microsoft-Excel-XLSX-Filename-Extension 1 0.4 %
Anti-Malware 4 1.5%
File_Rar-Archive 3 1.1 %
File_Microsoft-Excel-Spreadsheet 1 0.4 %
Total 274 100 %
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Virenfilterung SRC IPs

Located 87.2%
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72.10.39.90 = Ashburn, Virginia 20149, 75 27.4 %
United States
62.210.144.196 11 France 26 9.5 %
194.163.168.165 == Dusseldorf, Germany 24 8.8 %
65.21.214.227 4 Helsinki, Finland 13 4.7 %
111.67.196.21 B China 1M 4.0 %
35.236.250.212 ™ Washington, District of 9 33 %
Columbia 56972, United
States
103.202.55.254 = Amsterdam, The 8 29 %
Netherlands
185.217.128.140 == Russia 7 2.6 %
217.76.154.198 = Spain 5 1.8 %
85.215.255.2 == Germany 5 1.8 %
46.28.2.99 B 1 Rome, ltaly 4 1.5 %
94.130.132.104 ™= Falkenstein, Germany 4 1.5 %
2a00:8a60:1:8011::1006 mwH RWTH Aachen 4 1.5 %
85.215.255.5 == Germany 4 1.5 %
85.215.255.4 == Germany 4 1.5 %
74.208.244.25 ™= United States 3 1.1 %
217.195.207.162 Tlrkiye 3 1.1 %
74.208.128.223 ™= United States 3 1.1 %
89.218.94.244 2 Astana, Kazakhstan 3 1.1 %
81.169.146.146 == Germany 3 1.1 %
203.188.252.14 B Narayanganj, Bangladesh 3 1.1 %
85.215.255.1 == Germany 2 0.7 %
85.215.159.212 == Germany 2 0.7 %
2a00:8a60:1:8011::100c mwH RWTH Aachen 2 0.7 %
85.215.255.3 == Germany 2 0.7 %
69.48.156.211 ™= United States 2 0.7 %
79.143.84.70 = Iran 2 0.7 %
187.141.69.9 B-1 Mexico 2 0.7 %
216.144.230.18 ™ | os Angeles, California 2 0.7 %
90060, United States
195.188.244.68 & Barnsley, United Kingdom 2 0.7 %
Others 35 12.8 %
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SMTP Virus Filtering by Time

Top 10 file filtering situations on a timeline.

Hits / hour (average of 6 hours)

i |

t
1
1
L

t
1
1
| I |

t
1
1
1

i |

M |

t
1
1
1

(il

t
1
1
1

T T
1 1
1 1 I
1|I 1| 1

t
1
1
1

T T

1 1
B
II1| Ill 1

t
1
1
1

25

15

10

5

Aug
File_Malware-Blocked

15716

E-Mail Virenfilterung Server FirewR#port period: 2025-08-01 00:00:00+0200 to 2025-09-01 00:00:00+0200



About the FlexEdge Secure SD-WAN

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to
improve application performance, simplify network management, and
increase security— ensuring users can safely access any application from
anywhere. By combining multi-link networking and intrusion prevention with
zero-touch deployment and updating, it provides centralized visibility and
control with high performance that scales to thousands of sites. When used
with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers
true SASE and secure branch solutions that boost productivity, cut costs,
reduce risk, and streamline compliance.

For further information visit forcepoint.com/product/secure-sd-wan.

:-orcep0int About Forcepoint

forcepoint.com
Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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